
DIRECTOR OF IT SECURITY JOB DESCRIPTION  

JOB DUTIES/ACCOUNTABILITIES: 
Reporting to the Chief Information Officer, the incumbent will direct the information security function in Canadian 

Banknote Company (CBN). They will be responsible for the proposal, authorship, dissemination and maintenance 

of policies and normative frameworks of IT security requirements within CBN. They will act as a spokesperson and 

expert on the subject. Their responsibilities, exercised directly and through their team, include:  

RESPONSIBILITIES 

AUDIT AND COMPLIANCE 
Manage compliance with ISO 27001 and other security standards such as SOC 2 for CBN’s subsidiaries. This 

includes direct responsibility for certification of these standards and management of the associated processes. 

Manage compliance with Canadian Federal Government IT Security standards such as MITS and the ITSG suite of 

policies. 

IT SECURITY OPERATIONS AND MONITORING 
Manage CBN’s security monitoring processes. This involves maintaining a SIEM connected to CBN’s network and 

host security monitoring controls. 

Manage CBN’s IT security incident response process including digital forensics and IOC development/deployment. 

Perform internal IT Security audits and produce metrics for monitoring internal compliance and determining IT 

security posture. 

Perform IT security risk assessments on CBN and customer related IT. 

Maintain an inventory of known IT Security Risks and work with IT management to prioritize/schedule risk 

mitigation. 

Oversee vulnerability management program for both corporate and customer IT. This includes advising on patch 

management strategies, managing vulnerability assessments, and advising on secure system development 

practices. 

IT SECURITY AWARENESS AND IMPROVEMENT 
Advise on IT security policy and governance strategy while ensuring alignment with CBN’s overall IT strategy.  

Advise on security architecture for IT system development and implementation.  

QUALIFICATIONS 
At least one year managing compliance with ISO 27001 or similar security standard such as SOC2. 

At least five years in a full time IT security position or a combination of eight years in IT management and two 

years in a full time IT security position. 



Experience drafting and implementing IT security policy. 

Familiar with risk assessment standards such as HTRA, Stride/Dread, and OCTAVE 

Familiar with vulnerability assessment standards such as PTES, OSSTMM, NIST SP800-115. 

Experience managing a vulnerability management program. 

Experience with Splunk based SIEM technology. 

Solid understanding of IT security architecture best practices and standards.   

Solid understanding of the Windows and Linux operating systems, network fundamentals, and security controls 

such as firewalls, IDS/IPS and Antivirus. 

GIAC certifications such as GSEC, GCIH, GCFA, GISP 

NICE TO HAVE 
Experience managing IT compliance with Canadian Federal Government security standards/polices. 

CISSP or CISM certifications. 

PECB/RABQSA ISO 27001 Lead Auditor or Lead Implementer certification 

Experience handing IT security incidents  

Experience performing penetration tests and/or vulnerability assessments on both Windows and Linux 

environments. 

 

 

 


