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A B S T R A C T

Threats do not exploit themselves. Just as a measurement re-
quires a margin of error to be meaningful, likewise a risk analy-
sis requires a threat agent in order to understand what level of
assurance it provides.

The common criteria describes an evaluation process that in-
corporates a threat agent as part of the evaluation process. Com-
mon current risk assessment practices by consulting firms very
often fail to incorporate the threat-agent in the risk assessment
methodology, as described by the common criteria. This is also
true of related standards that are mutually depend upon or are
derived from the common criteria body of standards. I demon-
strate one way of building credible researched threat agents for
use in risk assessments and protection profiles.

I start with a fundamental assumption that criminal behav-
ior is not fundamentally different in cyberspace than it is any-
place else. I then utilized a multi-disciplinary approach, draw-
ing on a number of disciplines, in order to develop well re-
searched attacker-personas based on scientific research. I exam-
ine research from psychology, criminal profiling, environmen-
tal criminology, and sociology for data about criminal behaviors
and motivations. I then utilize the art of marketing personas, to
build researched personifications of attackers to represent threat
agents in risk assessments. And in conclusion I demonstrate the
use of the attacker-persona/threat agent in a sample risk assess-
ment against a fictional web application architecture.

I successfully demonstrate that well research threat-agent pro-
files expressed as attacker-personas provide an incremental im-
provement upon existing risk assessment methodologies, and
bring them back into line with the process described by the com-
mon criteria.
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He offered large discount–he offered a check
(Drawn "to bearer") for seven-pounds-ten:

But the Bandersnatch merely extended its neck
And grabbed at the Banker again.

Without rest or pause–while those frumious jaws
Went savagely snapping around-

He skipped and he hopped, and he floundered and flopped,
Till fainting he fell to the ground.

— Lewis Carroll [10]

A C K N O W L E D G M E N T S

Mr. Andreas Fuchsberger, Dr. Chez Ciechanowicz, Dr. Geraint
Price, Mr. John Austen, Robert Carolina, Dr. Carlos Cid, Dr.
Lizzie Coles-Kemp, Dr. Jason Crampton, Dr. Alex Dent, Prof
Keith Martin, Prof Kenny Paterson, Prof Fred Piper, Prof Peter
Wild, Dr. Stephen Wolthusen
Bilal Abbasi, Maryam Abubakar, Odunyemi Adefurin, Shoabe Ahmad,
Ahmad Al-Ahmadi, Vassilis Alexiadis, Saad Alhowaymel, James
Allman-Talbot, Mohammed Almeshekah, Abdulrahman Almutairi, Ali
Alshehri, Andreas Athanasoulias, Olabode Ayeni, Irfan Bajwa, Simon Banks,
Ali Bates, Adrian Beasley, Pedro Bernardo Fonseca De Paula, Aristeidis
Bompos, Jon Butler, Elaine Camilleri, Keith Cassar, Sukanta Chakravorty,
Balaji Chandrasekaran, Elisa Chapman, Pius Chungath George, Selorm Coffie,
Bert Curtin, Khalid Damrah, Salah Deng, Evie Du Toit, Daim Dursun, Jude
Efangwu, Roger Foulger, Michael Frankel, Simon Gibbons, Amanda Goodger,
Ramesh Gopinathan, Aleksei Gorny, Simon Gray, Andreas Gruenert, Lisa
Hamilton, Edward Hardy, Simon Harris, Darren Hepburn, Florian Hess,
Richard Hodgkiss, Nadia Hussain, Abiola Ibidapo, Wale Ibrahim, Efosa
Idemudia, Olatunde Idowu, Christopher Ingleson, Labiba Isa Galaudu,
Saman Jafari, Choul Joung, Anupam Kakroo, Andreas Katsantonis, Peter
Keating, Sandra Khan, Muhammad Saad Khan, Vasilis Kleanthous, Anirudh
Kumar, Jonathan Layton, Armando Leite, Nikolas Lemonias, Ling Li, Arthur
Liu, Osanitemi Lori-Skinn, Hubert Manilla, Aris Matthidis David Mayer,
Simos Meichanetzoglou, Alexis Michael, James Milward, Nabil Mirza, Aziz
Mohammed, Natalie Moult, Amir Muneef, Surya Nandury, Jayesh Nargund,
Helen Neary, Nick Newson, Vivian Nwoji, Alex O’Callaghan, Michael
Obasuyi, Fola Ogunsola, Olutoyin Oloniteru, Nana Onumah, Dan Oxley,
Froso Papacharalambous, Tim Pickard, Brenda Pires, Pardis Pourghomi,
Elancheliyan Rajaratnam, Preethy Ramamirtham, Gyanu Raut, Deepthy
Ravindran, Pandora Reilly, Pedro Ribeiro Jonathan Roberts, Paul Rochford,
Alistair Rolfe, Martin Roots, Theodore Sagoe, Mehmet Sahin, Ahmed Said,
Subodh Sawant, Mark Scaum, Darren Seary, Avtar Sehmbi, Niran Seriki,
Harshil Shah, Pieter Siedsma, Kayode Sonowo, Lawrence Soremi, Adeniyi
Babatud Sotayo, Suresh Sounderrajan, Nigel Stanley, Hamid Suleiman-Garba,
Nebiyou Tilahun, Christina Tildesley, Vito Tornambe, Fotis Tsifountidis, Kin
Kwong Tsui, Konstantinos Tzannetakos, Ukpong Ukpong, Zia Ullah, Srikanth
Vl Venugopal Lakshmi Dimitry Verkholashin, Deepa Vijayakumar,
Teklebrhan W/Aregay G/Slassie, James Walker, Damian Walker, Allan Wall,
Mary Wangechi, Lester Waters, Gary Wonnacott, Christos Xenophontos, Hu
Xu, Ramya Yalamanchali, Yanling Yang, Dong Su Yoo, Martina Young

vii





C O N T E N T S

1 introduction 1
1.1 Background 2
1.2 History of Personas 4

2 researching attacker-personas 9
2.1 Means 10

2.1.1 Cybersecurity 10
2.1.2 The Hackers Profiling Project 12
2.1.3 The Hacker Taxonomy 15

2.2 Motive 19
2.2.1 Money 21
2.2.2 Ideology 21
2.2.3 Ego/Excitement 22
2.2.4 Compromise/Coercion 22

2.3 Opportunity 22
2.3.1 The Crime Triangle 23
2.3.2 Crime Triangle Analysis Theories 24
2.3.3 Problems of reoccurrence 25
2.3.4 Dens in Cyberspace 25

2.4 Summary of Research for the Attacker-Personas 27
3 development of the attacker-personas 29

3.1 The Attacker-Personas 31
3.1.1 The Script-Kiddie 31
3.1.2 The Hacktivist 31
3.1.3 The Professional Criminal 31
3.1.4 The Disgruntled Employee 35
3.1.5 The Corporate Spy 35

4 use of the attacker-personas 39
4.1 Standard Risk Assessment 40

4.1.1 Establish Context 40
4.1.2 Risk Analysis 42
4.1.3 Evaluate Risks 50
4.1.4 Treat Risks 51
4.1.5 Example Risk Assessment 52

4.2 Risk Assessment Using Attacker-Persona 52
5 benefits and criticisms 63

5.1 Benefits of Personas 63
5.2 Criticisms of Personas 64

6 future research 67
6.1 Scientific Studies 67
6.2 Additional Research 67

7 conclusion 69

bibliography 71

ix



L I S T O F F I G U R E S

Figure 1 The Crime Triangle 23

Figure 2 The Script-Kiddie 32
Figure 3 The Hacktivist 33
Figure 4 The Professional Criminal 34
Figure 5 The Disgruntled Employee 36
Figure 6 The Corporate Spy 37

Figure 7 The ISO 31000 Risk Management Process 40
Figure 8 A Typical Application Architecture 41
Figure 9 An Example Risk Register 42
Figure 10 The Internet 43
Figure 11 The DMZ 44
Figure 12 The Intranet 45
Figure 13 A Risk Register 49
Figure 14 A Risk Matrix 50
Figure 15 The Common Criteria 62

L I S T O F TA B L E S

Table 1 The Cybersecurity Report Findings 12
Table 2 The Hacker Profiling Project Findings 15
Table 3 The Hacker Taxonomy Findings 17
Table 4 The Amateurs 18
Table 5 The Hobbyists 19
Table 6 The Professionals 19
Table 7 The Spies 20
Table 8 Attacker Motives 22
Table 9 Attacker Opportunity 26
Table 10 Potential Attacker-Personas 28

Table 11 The Attacker-Personas 29

Table 12 ISO 31000, Demming and Bacon 39
Table 13 Common Application Vulnerabilities 46
Table 14 Common Application Threats 47
Table 15 Example Risk Matrix 52
Table 16 Example Risk Register 53
Table 17 Opportunity Reduction Techniques 55

x



1
I N T R O D U C T I O N

This thesis attempts to illuminate the research development and
use of personas1 in risk assessments.

I will do this by briefly covering my background and how I
came to stumble upon this idea, and how I utilized it for a client.
I will the then look briefly at the history of personas in informa-
tion security and how this benefited the project in my opinion.
Finally, I will then briefly cover the history of personas in general
and how they have been used in software and marketing.

I will then look at how software and marketing have come to
develop personas, and create a roadmap for the development of
personas for the use in risk assessments. Following this, I con-
ducted research into actual criminal and behavioral profiles to
understand what the archetypes actually are in order to develop
accurate personas to represent the threat-agents to be used later
in the paper in a highly simplified risk assessment of a web ap-
plication.

I then continued researching the capabilities of the different
Attacker-Personas archetypes. I focus in on the means, motives
and opportunities, as any attacker-persona that represents an
actual threat must have met all three requirements to have been
guilty of the attack in a court of law. This establishes a minimum
standard for the personas as threat-agents2.

Following this research, I will then develop and present five
attacker-personas from the resulting research for use in the ex-
ample risk assessments.

In order to demonstrate the value and impact that the attacker-
persona bring to a risk assessment I conduct a very simple risk
assessment using standard methodologies found in industry. I
will then repeat the same risk assessment utilizing an attacker-
persona. I will then compare and contrast the differences in the
methodologies.

Finally, I will then look at some of the benefits, followed by
the criticisms of personas and end with a brief examination of
additional research that could follow from this project. I will
then conclude the paper with my personal findings.

1 Personae is the correct pluralization of persona, however I have chosen to
standardize on the pluralization used in colloquial conversation.

2 Threat-agent is an ISO term. I often use the term attacker-persona interchange-
ably.
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2 introduction

1.1 background

It all started when I was brought on as a consultant for a client
as the senior security subject matter expert. It was one of my
first days on the project, and I decided to introduce myself to
the different teams on the project. I wanted them to know who I
was, and what role I was to play on the project.

It was during this introduction process that I began to observe
the various groups and what their contributions were to the
project. I made my way around the various following groups in-
troducing myself: Architecture, Infrastructure, Sales, Marketing,
Performance, etc..

At one point, I walked into the User Experience area, and
upon the walls I noticed a series of personas and mockup screens.
I took particular interest in these mockups as I had done quite
a bit of work in user experience engineering at Microsoft for the
last two years, in along side my product management duties.

I observed that in the mock-up screens of the website, the
users account numbers were blocked out save the last four digits,
as so: XXXX-1234. It was a very interesting design choice. As a
result, I naturally looked for the corresponding persona that in-
fluenced this design choice, because all user experience is driven
by the personas3. Interestingly enough, I could not identify one
among the personas hanging on the walls.

The user experience team were designing security counter mea-
sures, and yet they do not know what the threat is, whom the
threat agent is, nor if that is even the threat and threat agent they
should be most worried about. Further, they did not know what
threat they were mitigating, nor if it was even the most effective
counter measure!

Non-Security professionals were actually designing and im-
plementing all the security countermeasures, and therefore re-
sponsible for all the security in a project provided they even had
the awareness and foresight to do it at all!

What is so very interesting, is that they had designed a counter-
measure for a shoulder-surfing attack; it could have been an-
other attack, but this is what they told me when I queried about
it. The user experience team were designing counter-measures
for an attacker- persona whom did not exist anywhere other
than in their minds. This attacker-persona was undocumented
yet clearly influencing the design of this project, and of the prod-
uct that would result!

3 I know this because when I worked for Microsoft, I was involved in the use
of personas in two capacities - first as a user experience engineer, and second
as a product manager where we utilized them for the software development
process as well.



1.1 background 3

There were examples of this in each and every team on the
project. The performance team was concerned with an attacker-
presona capable of DDOS4 attacks, and the network team was
concerned with an attacker-persona that could eavesdrop on
network traffic. The business was concerned about loosing cus-
tomers to fraud as a result of an attacker-persona that was run-
ning bot-nets.

All of these attacker-personas were not documented. They were
evident in the designs being purposed, and betraying the thought
processes of the designers5.

I was beginning to realize that non-security people were mak-
ing all kinds of security decisions, and they were utilizing a rudi-
mentary version of the model known as personas, most com-
monly used in the marketing industry, to guide them in their
reasoning. However, unlike traditional customer personas, no-
body had done any research on these attacker-personas. In fact,
nobody really knew what the attacker-personas were capable of,
or even if such an attacker-personas was even an actual threat to
our project. Let alone if they should be influencing the design.

I decided to get the personas out of the imaginations of the
team and document the attacker-personas with the help of one
of my co-workers. We then jointly presented them to the security
team of the business. The result was quite interesting! Initially,
no one said anything at our presentation meeting. However, as
the meeting rolled on, it was revealed that the attacker personas
was so accurate, they were wondering how we had learned about
‘a security incident’ involving a former employee. It turns out,
one of the attacker-persona matched this security incident so
closely, that the only details that were incorrect were the name
and race of the individual.

The attacker-personas developed for this project have been
used throughout the risk management, threat modeling, anti-use
case, architecture and solution design. Now, rather than every-
body designing and developing their own imaginary personas,
the project has maintained a focus on the actual risk the business
is concerned about, based upon attacker-personas.

The following attacker-personas6 are similar to those the busi-
ness identified as major concerns of focus for the client.

carl black
Carl is a network engineer at the financial institutions net-
work operations center. His fiancè Cheryl, was fired from
her role as a systems analyst after a dispute over her ex-

4 Distributed Denial of Service
5 In fact, I have gone onto to identify many security issues as a result of this

kind of observation.
6 We presented a number of personas, from which the client identified a subset

that they felt best represented the risks they wanted us to focus in on.
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penses claims. Both feel very badly about the way she was
treated. They currently live together in Cheryl’s flat, but
cannot manage the repayments on Carl’s salary alone. Carl
is technically very competent and often solves problems
which baffle his colleagues.

yuri solovyov
Yuri grew up as part of a large Russian family.His father
is the head of a small crime ring. He sent Yuri to uni-
versity to study computer science, because he thought it
would be useful. Yuri has made a moderate sum of money
by using bot-nets to steal credit card details, and conduct
phishing attacks. However, his father is keen to explore
whether there might be greater opportunities. The crime
ring is fully capable of blackmail, or staff coercion if neces-
sary.

If there is one thing I have learned over the course of my in-
formation security career, it is that vulnerabilities do not exploit
themselves. Therefore, it is essential that the information secu-
rity profession have a model of the actors who exploit the vul-
nerabilities, and utilize this model throughout the information
security lifecycle. Moreover, I have observed the value of this
model extends outside the information security profession as
personas create a common vocabulary between information se-
curity professionals and non-information security professionals
when discussing and designing risk management strategies and
treatments.

This tool has been so successful on the project that I felt com-
pelled to research this further, and produce a more rigorous
model that can be utilized by everyone to improve the security
engineering decisions of both security and non-security profes-
sionals alike. I began by studying the history of personas focus-
ing on their use in cryptography and marketing. In the following
chapter I will examine the history of personas in cryptography.

1.2 history of personas

In this chapter, I shall demonstrate an understanding of the his-
tory of personas, with a particular interest in cryptography.7 The
earliest use of personas seems to have been in cryptography, al-
though they did not utilize nor develop personas in the same
manner they are developed and used today. Personas are very
intuitive once they are introduced and, like mathematics, create

7 This history is quite brief of necessity and is thus limited to the few individuals
whom had the largest contributions. It is without a doubt that more has been
omitted than included.
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a concise method of communicating complex issues quickly and
easily.

In fact, it is for this reason that the very first persona were
introduced by Rivest in the 1978 paper “A Method for Obtaining
Digital Signatures and Public-Key Cryptosystems [54].” These
famous persona are Alice and Bob. According to Brown; Rivest
says he came up with Alice and Bob to be able to use “A” and
“B” for notation, and by having one male and one female, the
pronouns “he” and “she” could be used in descriptions thereby
simplifying the complex concepts they introduced [7].

Alice and Bob, live on precisely because they are useful as
more than mathematical shortcuts [28]8. Indeed, they have grown
well beyond just Alice and Bob to include a whole host of charac-
ters. In his book, “Applied Cryptography [60],” Schneier intro-
duces a cast of new characters, that include Rivests’ Alice and
Bob personas. Among the cast are:

• Carlos, a friend of Alice and Bob.

• Chuck, a friend of Alice and Bob with bad intentions.

• Eve, and passive eavesdropper.

• Gordon, a government agent.

• Mallory, a malicious attacker.

By making Alice, Bob and Eve people, abstract concepts have
been transmogrified into tangible concepts that ordinary people
can relate to easily, namely other people. And while cryptog-
raphers have been utilizing the attacker personas since 1978, it
seems the rest of information security has not benefited from
the lesson. The reasons for this are many and varied, however, I
believe it is because the personas of Alice, Bob, Eve and friends
are actually much to theoretically pure for the kinds of risks that
businesses must manage today.

Alice and Bob are assumed to be able to trust each other in
their cryptographic settings. However, today Alice is a computer
infected with a trojan horse that communicates with a sophis-
ticated bot-net. As a result, Alice can not be trusted by Bob
at all. Additionally, businesses face attacks from Mallory and
Eve’s children whom are sophisticated hybrids of their parents.
Which is to say that trojans like Zeus [21], for example, can not
only eavesdrop, but it can manipulate packets as well as Mallory
ever could. Additionally, Zeus can set up and take down secure
connections, and successfully exchange secret keys with Bob all
while successfully impersonating Alice. In essence, the attackers

8 Dr. John Gordon in his famous "After-Dinner" speech gave life to the couple
as more than just mathematical shortcuts.



6 introduction

confronting business today are not rigid like the theoretical mod-
els but are very flexible, and adapt their tactics as necessary in
order to achieve their goals. As a result, the older cryptographic
personas no longer meet the needs of current security practition-
ers.

While I have made my case that personas were first used by
Rivest et al.9, Personas are credited to Angus Jenkinson for his
“day-in-the-life-archetypes” used worldwide in developing ad-
vertisements for OgilvyOne in 1993 [67]. However, personas have
been unquestionably popularized by Cooper in his 1999 best sell-
ing book [18] where he describes the idea of creating personas
[18, pg. 123] who represent the users of software, and then de-
signing software for the benefit of those personas.

Cooper describes numerous benefits both to the team and the
project. For example:

• The ability to get the project management, stakeholders
and developers on the same page.

• Personas, as Rivest also noted, are a kind of communica-
tion shorthand for a whole host of goals, motivations and
behaviors.

• Design by requirements both difficult and boring compared
to design by empathy for a persona.

• Decisions are easier to reach when one considers what the
‘persona’ would do or want in a given situation.

These are just a few of the many reasons he provides in his
book [18]. I feel all of the benefits boil down to a fundamental
principle summarized by an old English proverb: “Before you
criticize someone walk a mile in his shoes10.” By getting into
the users shoes and walking a mile, we ask ourselves very dif-
ferent questions. We begin to see the world they way the per-
sona would,11 and this has very important implications for un-
derstanding risk.

In 2006 Pruitt and Adlin completed their studies on the suc-
cesses and failures of projects that utilized personas, and pub-
lished a methodology known as the ‘Persona Lifecycle [51].’ The
Persona Lifecycle was developed to reduce failures resulting from
the incorrect use of personas in projects. The Persona Lifecycle

9 However, I do concede to the point that the early cryptographers used per-
sonas as a mathematical shortcut, and that they would meet the definition of
personas the way they are used today. However, I still believe that personas
are still used similarly to the early cryptographers, namely as mental shortcut
for a group of characteristics.

10 Because, then you are a mile away and you have his shoes.
11 Polak identifies this as a very important skill in game theory as well [1, Lecture

2].
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is a five phase process that mimics the human lifecycle. The five
phases are as follows:

• Family Planning, is about planning a persona ordinarily
this would be about market researching the target demo-
graphic and establishing one or more archetypal users for
the product.

• Conception and Gestation, is about creating the personas
based on the research conducted during family planning.

• Birth and Maturation, is about the launching and commu-
nication of the archetypes, as well as how to use them
within a team.

• Adulthood, is about use of the personas.

• Retirement, reuse and retirement of the personas. Personas
are artifacts of a projects, and projects have fixed starts and
defined completions.

The Persona Lifecycle [51] not only focuses on the creation
and development of the personas; it talks about many tangent
yet important related activities involved in the creation of per-
sonas. For example, it explains in detail the project management
side of creating the personas as well. It includes getting stake-
holder buyin, team formation, managing project time lines and
milestones in the research and the development and deployment
of personas.

In this thesis, I follow the persona lifecycle methodology, with
the acception that I am unable to do birth and maturation as
the attacker-personas developed are not part of a larger project
and will not be communicated to a wider audience; and retire-
ment is not addressed either again, because the personas are not
being developed as part of a large project. However, the argu-
ment could be made that the birth and communication happens
in chapter 3 section 3.1 where I introduce the reader to the per-
sonas, and that the retirement happens at the conclusion of the
thesis as the attacker-personas have served their purpose.

Today, we have actual data about the attackers whom have
been caught as well as criminal profiles, and psychological stud-
ies that have quantified and qualified real attackers into a sur-
prisingly similar taxonomies, and so we can actually create mod-
els based on known attackers. By utilizing models based on real
attackers, decisions no longer need to be made on unknown or
theoretical possibilities, but instead can be based on actual risks
based on the previous behavior of attackers.

To illustrate how important this difference is imagine the dif-
ference between the following two scenarios:
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• You have recently hired a house cleaning service to clean
your home while you are at work and I tell you that it is
possible that the house cleaning service could steal your
valuables.

• You have recently hired a house cleaning service to clean
your home while you are at work and I tell you that ‘Brandy,
the home burglar’ works for the house cleaning service
you employed.

The way you would react to the news of each is bound to be
very different, as well it should be. In the first scenario, you be-
lieved you fully understood and accepted that risk when you
made the decision to hire the cleaning company. Thus, I have
communicated nothing new or useful. In the second scenario,
the persona “Brandy, the home burglar” communicates every-
thing we require to evaluate the risk very differently. In fact,
if I had instead said, that it was “Brandy, the business owner”
the risk would again change just as dramatically, and it would
I assume communicate even more assurance than even the first
scenario carries. Interestingly, “Brandy” has not actually been
defined to the degree that the example-attacker-personas were.

We have seen how personas started as nothing more than ver-
bal mathematical notations, and over the space of 28 years, trans-
formed in to highly specific and specialized tools for the market-
ing and software engineering disciplines. I suggest they may be
of great use in the information security discipline as my experi-
ence has noted (See Section 1.1).

In this paper, I will aim to demonstrate why the use of per-
sona in information security will not only create a valuable tool
of communication between corporate departments, but will fa-
cilitate the decision making process by using information based
on the behaviour of actual attackers instead of theoretical possi-
bilities.

In the next chapter, we will examine criminal profiles and psy-
chological studies in order to discover what the general public
actually knows about hackers or attackers. I will use this infor-
mation to distill each risk into useful archetypes in order to cre-
ate attacker-personas.



2
R E S E A R C H I N G AT TA C K E R - P E R S O N A S

In chapter 1, I discussed the road-map of this thesis, described
how I became interested in this topic and finally gave a short
history on personas. In this chapter we will survey the research
of actual attackers as a background to creating attacker-personas.
I will later utilize the research to guide and inform the process
of developing the attacker-personas, which are really general-
ized archetypes of actual attackers. Development of personas
using this method are called ’research-based personas [51].’ as
opposed to the ’Ad-hoc personas [51]’ which are personas that
you make them up ’on-the-fly’. Ad-hoc personas is the method-
ology we utilized to create personas for the client (See section
1.1 on page 2) I talked about earlier due to time constraints.

The process of researching begins with identifying the tar-
get demographic [2]1 you wish to personify. In our particular
instance, the target demographic is more commonly known as
hackers, as they are popularly referred to in the media and press,
as we are interested in identification of the group of people who
break into computer systems.

I have also chosen to pattern my research on US law. US law
has a concept known as Means (skills and tools), Motive(desire
or motivation) and Opportunity, sometimes called the MMO,
that are necessary to convince a jury of a persons guilt. Means is
the ability for an attacker to commit the crime. Motive is the rea-
son somebody would commit the crime. And Opportunity is if
the attacker had the opportunity to commit the crime. Muehrcke,
Ruitenbeek, Keefe, and Sanders demonstrate that this is an effec-
tive model when used to analyze the behavior of adversaries [45],
and so I will research each quality looking to identify the stereo-
typical cases from which to base the attacker-personas upon.

Because circumvention of security systems is against the law
in many jurisdictions around the world, accurately researching
a group of people who break the laws would seem difficult if
not impossible, since anybody ’at large’ would likely prefer to
remain that way. However, I have begun to identify many pub-
licly available sources of information about hackers dating back
over well over a decade. As such I believe that there now exists
more than enough data to begin utilizing them for the creation

1 Target demographic is a marketing term for identifying the characteristics of a
specific population of people. Often this data is analyzed to identify common
characteristics in order to buildup an archetype that represents the average
member of the population. In doing this they can then identify and target the
largest market whom all share the identified characteristics.

9



10 researching attacker-personas

of attacker-personas. I introduce the resources in each of the rel-
evant areas (means, motive, and opportunity) of research.

2.1 means

In this section I will examine the means of actual hackers and at-
tackers from three different sources. When I use means, I am talk-
ing about the resources that a hacker has at their disposal to cir-
cumvent security systems. The resources will be their own tech-
nical abilities, the financial resources that they can apply to the
problem, and finally their ability to round up additional hack-
ers for support as required. In order to understand the different
capabilities that hackers have, I have identified three resources
that have compiled information about threats from hackers. The
first is a document [71] produced by the United States Govern-
ment Accountability Office, report on Cybersecurity which de-
fines ‘key sources of cyber threats’ to the country. The second
is the United Nations Interregional Crime and Research Justice
Institute (UNICRI) which used the science of criminal profiling
and published the findings in the book "Profiling Hackers [14]".
And finally, the third is a Psychologist named Rogers, whom has
been working on a taxonomy of hackers [56] for over a decade
[57]. The last two groups of researches have done extensive re-
search and publication into developing a taxonomy of hackers
in order to better understand the threat agents and their capabil-
ities.

2.1.1 Cybersecurity

I stumbled upon this US Government report on Cybersecurity
[71] during research into insiders threats. I subsequently discov-
ered that it contained a table that was a joint CIA and FBI de-
veloped report on ’key sources of cyber threats’ to the United
States of America. Ordinarily, such a report is not where one
would think of looking for a taxonomy of hackers, and yet this
one defined a taxonomy of six which I have summarized below:

2.1.1.1 Foreign Nation

Foreign intelligence [71] agents who use the techniques of hack-
ers as part of their information gathering and espionage activ-
ities. They use any and all information pathways to gather in-
telligence including the internet, telecommunications networks,
and computer systems. They also look for potential exploits in
order to disrupt or destroy such tools should this capability be
required.
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2.1.1.2 Criminal Groups

Criminal Groups [71] are said to be professional criminals, and
organized gangs that attack computer systems for financial gain.

2.1.1.3 Hackers

Hackers [71] circumvent security systems for the thrill, or for
bragging rights in the hacker community. This group does not
have a great deal of skill or knowledge as they download the nec-
essary software from the Internet and utilize them on targeted
sites.

2.1.1.4 Hacktivists

Hacktivists [71] are the politically2 motivated attacks on publicly
available websites and systems.

2.1.1.5 Disgruntled Insiders

Disgruntled insiders [71] are individuals who circumvent se-
curity systems from within an organization and is a principal
source of computer crimes. Insiders attacks often do not require
a great deal of knowledge or skill since they often have the
required access, knowledge of the system and the opportunity
to commit the crime. As such, they have unrestricted access to
cause harm or steal information. Insiders often include contrac-
tors and business partners.

2.1.1.6 Terrorists

Terrorists3 are those who seek to do damage critical infrastruc-
tures with the aim of causing mass casualties in order to damage
public morale and confidence. This report indicates that they be-
lieve that terrorists will make use of computers and the subver-
sion of security systems in future attacks.

I find this government report to be quite concise, however, it
does seem to cover the basis completely. It even makes the dis-
tinction between insider threats and external threats. It addition-
ally alludes to different skill levels of the different attackers. It
would seem that the government has already done the task of
creating strong archetypes of the threats in order to classify them
so concisely. This is exactly the kind of work required to create
attacker personas. While these archetypes are likely accurate for
government risk models and risk management, they fall short of
useful personas for business; as business are not subject to the

2 It would be more correct to say they are ideologically motivated, since not all
attacks are political, however this is how the report defined the Hacktivists.

3 I feel compelled to note that this is the term used by the report; as the old
saying goes "One man’s terrorist is another man’s freedom fighter."
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same threats as nation-states. The reason for this is that if a busi-
ness is under attack from either foreign nations or terrorists then
it is very likely they should turn to their respective government
for assistance. The vast majority of businesses are simply not
capable of managing threats of this size. That said, I think that
there is definitely some overlap of threats and businesses should
be fully capable and prepared to deal with insider threats and
hackers. My primary finding is that there are four skill levels of
attackers as summarized in table 1.

amateurs hobbyist professionals espionage

Hackers Hacktivists Criminal
Groups

Foreign Nation

Disgruntled Terrorists
Insiders

Table 1: The Cybersecurity Report Findings

2.1.2 The Hackers Profiling Project

Profiling Hackers [14] was the first book I read4. It is a book
that summarizes the current research findings of the Hackers
Profiling Project. The Hackers Profiling Project is the result of a
joint project between Chiesa, Ducci, and Ciappi. Ducci is from
UNICRI, Chiesa is a hacker, and Ciappi a criminologist at the
University of Pisa whom specializes in criminal profiling. The
book reveals the following nine categories of hackers:

2.1.2.1 Wannabe-Lamers

Wannabe-Lamers [14] are amateurs between 9-16 years old who,
target end-users in their attacks. Wannabe-Lamers are motivated
by ego. The like to boast and brag to their friends about their
hacking. Wannabe-Lamers can damage systems both deliberately
and inadvertently as a result of their incompetence. Wannabe-
Lamers are aware that hacking is a crime but believe they will
not be caught.

2.1.2.2 Script-Kiddies

Script-Kiddies [14] are amateurs between the ages of 10-18 years
of age who target specific security flaws in their attacks. They are
motivated by ego and ideology. The ‘Script-Kiddies’ whom are
motivated by ego seek mass media attention and fame, while the

4 I was quite excited to read it because I know most of the individuals who
volunteered to be profiled for the book.
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ideological ‘Script-Kiddies’ are venting angers and frustrations.
Script-Kiddies do not intentionally damage systems, however
they will deliberately modify and delete data. They are aware
of the legality of their actions but have justifications for what
they have done.

2.1.2.3 Crackers

Crackers [14] are hobbyists between 17-30 years old whom target
businesses. Crackers are ego and ideologically driven. Crackers
whom are motivated by ego seek fame and mass media attention.
While Crackers whom are motivated by ideology seek to demon-
strate their power. Crackers act alone, and only damage systems
deliberately likely as a demonstration of their power. Crackers
are aware of legality of their actions, however, they blame their
actions on the companies who make the unsafe software and
systems.

2.1.2.4 Ethical Hackers

Ethical Hackers [14] are hobbyists between 15-50 years old who
target specific vendors, for example, Microsoft. Or they target
specific technologies, for example Web Applications. Ethical Hack-
ers are motivated by the ideologies of curiosity and altruism.
Ethical Hackers act both alone and in a groups. Ethical Hackers
only damage systems accidentally being aware of the legality
of their actions. Ethical Hackers consider their actions morally
acceptable.

2.1.2.5 Paranoid Hackers

Paranoid Hackers [14] are hobbyists between the ages of 16-40
years old. Paranoid Hackers profess to hack only for necessity,
although this begs the question “How did they get so keenly
skilled at hacking?” Paranoid Hackers are motivated by ego and
ideology. They only act alone as they do not trust anybody else.
Further Paranoid Hackers do not damage systems as they want
to minimize any trails evidence that remain. Paranoid Hackers
are aware of the legality their actions and feel guilty for their
impact on the victims.

2.1.2.6 Cyber Warriors

Cyber Warriors [14] are professional hackers between the ages
of 18-50 years old. Cyber Warriors Target ‘Symbol’ businesses,
and end users as required. Cyber Warriors are motivated both
by ideology and money, but money is the primary motivation.
They act strictly alone. Cyber Warriors will destroy systems, as
well as delete, modify and steal data. Cyber warriors most often
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sell the data they ‘recover.’ They are aware of the legality of their
actions, however it seems to be of no relevance to them.

2.1.2.7 Industrial Spies

Industrial Spies [14] are professional hackers between the ages
of 22-45 years old. Industrial Spies target businesses and corpo-
rations. They are motivated by money, and claim to act alone.
Industrial Spies do not damage systems, as they seek to steal
and sell data, and damage could lead to discovery and compro-
mise their incomes. The Industrial Spies seem to be aware of the
legality of their actions, however it is of no relevance to them.

2.1.2.8 Government Agents

Government Agents [14] are professional hackers between the
ages of 25-45 years old. They are motivated by ideology and
money. They work both alone and in groups as required for
their missions. They target strategic government targets. They
will damage systems or not according to the mission require-
ments.

2.1.2.9 Military Hackers

Military Hackers [14] are professional hackers between the ages
of 25-45 years old. They are also motivated by ideology and
money, and work alone or in groups as required by their mis-
sions. They target strategic government interests, and will dam-
age systems or not as required by the mission. The primary dif-
ference between Military Hackers and Government Agents is
that government agents are involved in espionage and intelli-
gence, where as the Military Hackers are not.

I found this project a bit suspect, as the entire project hinges on
the usefulness of police profiling. In Gladwell’s latest book [27]
he tells the story of John Douglas, the FBI’s top criminal profiler.
In this story we learn about the academic Alison who puts to
rest any credibility the science may have had in his book [3] on
the subject. Additionally, the body of work never seems to make
a distinction between insider threats and external threats. How-
ever, it does go into a great detail about what the fine distinc-
tions are between the Wannabe-Lamers, Script-Kiddies, Crack-
ers, Paranoid Hackers and Ethical Hackers. All threats I find to
be on the lower end of the skills totem pole. That said, it does
clearly define the four different categories of attackers that I have
identified in each of the taxonomies. I have summarized my find-
ings in the Table 2.
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amateurs hobbyist professionals espionage

Wannabe-
Lamers

Crackers Cyber-
Warriors

Government

Script-
Kiddies

Ethical Industrial
Spy

Military

Paranoid

Table 2: The Hacker Profiling Project Findings

2.1.3 The Hacker Taxonomy

I first discovered Rogers in my research on internal threats, as he
has published a book [58] on this subject. Rogers, has published
a number of papers, proposing "A new hacker taxonomy [56]"
for over a decade [57]. His latest version [59] of the idea identifies
eight kinds of hackers summarized as follows:

2.1.3.1 The Novice

The Novice [59] is a combination of the “Wannabe-Lamers [14]”
and “Script-Kiddies [14]” in the Hackers Profiling Project [14].
Like the former they are unable to program, and rely on the
tools and software written by others to carry out their attacks.
They tend to be young individuals, motivated by ego and thrill
seeking. The novices are attempting to earn acceptance of the
hacker sub-culture and are attempting to prove their worth to
this sub-culture and consequently collect trophies of their crimes
to demonstrate their worth. The behavior is similar to that found
in juvenile gangs, whom are willing to commit crimes to earn
membership. Marc says that the combination of low technical
skills, low-self esteem and acceptance driven behavior are a volatile
combination.

2.1.3.2 The Cyber Punk

The Cyber Punk [59] is similar to the ‘hobbyists’ (Cracker, Ethical
Hacker, and Paranoid Hackers) in the Hacker Profiling Project
[14]. Not surprising then, they similarly have some technical
skills and may even have some programming experience. They
are capable of writing simple exploits in the Nessus NASL lan-
guage and similar frameworks widely available for download on
the Internet. The Cyber Punk also has a much better understand-
ing of the systems they are attacking than the Novices do, and
are likely to have engaged in web-page defacements, spamming,
phreaking, carding, and identity theft. Carding and identity theft
are often means by which the Cyber Punk supports themselves
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but not in all cases. As such the Cyber Punk is motivated by
money, but the primarily motivator is ego. The Cyber Punk has
a desire for media attention, and so will target business that are
likely to bring that media attention to the crimes they commit. If
the Cyber Punk is convicted of their crimes, they often go on to
fame and fortune in security consulting.

2.1.3.3 Internals
5 The Internal attackers [59] are in fact the greatest risk to any
organization as they have knowledge, trust, access and opportu-
nity as a result of their employed position within the organiza-
tion. The Internal attacker is normally quite skilled as they are
gainfully employed in a technology capacity, often as program-
mers, network and system administrators, or IT consultants. In-
ternals are disgruntled employees and ex-employees whom are
motivated by ideology, as they seek revenge over terminations,
being bypassed for promotion and the like. Although by far and
away the least publicized of the attackers they are both currently
and historically responsible for the largest impacts to organiza-
tions.

2.1.3.4 The Petty Thieves

The Petty Thieves [59] are motivated by money, greed and re-
venge. The Petty Thieves are attracted to technology only be-
cause that is where the money is now; as businesses, including
banks, commerce, and gullible victims move on-line. The Petty
Thieves learn whatever is necessary to perpetrate their crimes
and cons.

2.1.3.5 The Old Guard

The Old Guard [59] are hackers motivated by the intellectual
challenge and often write the code and scripts used by the novices.
The Old Guard hackers have no criminal intent, and rarely uti-
lize the software they have written, however they do post their
code on-line for others to download, and thus indirectly encour-
age and assist other members of the hacker community in com-
mission of their crimes. The Old Guard are disrespectful of prop-
erty and embrace the hacker manifesto. [42]

5 Many of the statements in this description of the internals seem unsubstanti-
ated, and that is because they are. This is my paraphrase of the authors own
definition of the internal attacker. However, as stated earlier Rogers is an au-
thority on the subject of insider attacks [58] and can likely substantiate the
claims.
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2.1.3.6 The Virus Writers

The Virus Writers [59] are a placeholder in the taxonomy as more
research is required to define it.

2.1.3.7 The Professional Criminals

The Professional Criminals [59] are not unlike the Industrial
Spies in the Hackers Profiling Project, as they are motivated by
money, and are highly technical, after all this is their full-time
profession. They do not go around bragging about their jobs nor
leaving evidence of their crimes, so they can remain undiscov-
ered and continue to feed from the target. This has nothing to
do with ideology, or ego. These are highly disciplined individ-
uals who are more mature in every way, compared to the other
groups in the taxonomy. The Professional Criminals tend to be
“employed” by organized crime at some point in their careers.

2.1.3.8 The Information Warfare

The Information Warfare [59] is similar to the Government Agents
and Military Hackers in the Hackers Profiling Project. This group
is composed of people who are motivated by ideology, namely
patriotism. They are highly skilled, highly trained and have enor-
mous resources to conduct their missions. They work in both de-
fense, where the mission is to defend their governments against
attacks; but also in offense in order to infiltrate targets of interest
to the state.

I found this to be the most credible of all the attacker tax-
onomies I have reviewed this far. It seems that Rogers’s has put
a great deal of research into this. Additionally, he is the only one
to have distinguished between two kinds of internal threats (In-
ternals and Petty Thieves) in addition to the well know external
threats. I am not sure what to make of the virus writers and the
old guard. However, one thing is very clear. The skill levels of
the attackers fold up into the four distinct categories just as they
have for the other two projects. I have summarized my findings
in Table 3.

amateurs hobbyist professionals espionage

Novice Cyber-Punks Internals Information
Petty Thieves Professionals Warfare
Old Guard Criminals
Virus Writers

Table 3: The Hacker Taxonomy Findings
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Summary of Means

In conclusion I have identified four categories of means in each
of the attacker taxonomies. They are the The Amateurs, The Hob-
byists, The Professionals, and The Spies. However, while real at-
tackers do not fit cleanly into one category since real attackers
can easily have a mix of skills honed to varying degrees, making
this kind of classification difficult. However, roughly speaking I
believe that the least capable attackers to be the The Amateurs,
who have limited means to carry out crimes, while the most ca-
pable threat would come from the state sponsored attacks or The
Spies. In my experience architecting security solutions, building
a defense against the most capable attacker a business faces, of-
ten suffices as sufficient defense against the attackers with less
ability, assuming of course, the same threats and vulnerabilities.

Amateurs

All three projects defined a class of users summarized in Table 4
who were unable to program, motivated by ego and sometimes
ideology, that rely on the tools and software they can download
to conduct their attacks. This group of users often brag to their
friends about their attacks. This group was capable of great dam-
age since they often do not understand what they are doing.
From now on I will refer to this class of attacker as The Ama-
teurs.

Cybersecurity Hackers
Hacker Profiling Project Wannabe-Lamers

Script-Kiddies
Hacker Taxonomy The Novice

Table 4: The Amateurs

Hobbyists

All three projects defined a class of users summarized in Table
5. This group is the most widely varied in their motivations and
capabilities. But as a general rule this group has some technical
skills, and is capable of writing exploits and tools. They can be
motivated by money, ideology and ego and can be found both
inside and outside the network perimeter. They have some finan-
cial resources, but they are limited. They may also work with
others in order to circumvent security systems. From now on I
will refer to this class of attacker as The Hobbyists.
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Cybersecurity Hactivists
Disgruntled Insiders

Hacker Profiling Project Crackers
Ethical
Paranoid

Hacker Taxonomy Cyberpunk
Petty-Thieves
Old Guard
Virus Writers

Table 5: The Hobbyists

Professionals

All three projects defined a class of users summarized in Table
6 who were professional, they were motivated by money and
highly technical. They were very unlikely to be caught since they
go to great efforts to remain undiscovered, and for this reason
they normally work alone. From now on I will refer to this class
of attacker as The Professionals.

Cybersecurity Criminal Groups
Hacker Profiling Project Cyber Warriors

Industrial Spies
Hacker Taxonomy Internals

Professional Criminals

Table 6: The Professionals

Espionage

All three projects defined a class of users summarized in Table 7
who were funded with seemingly unlimited resources, because
they are foreign nations, governments and military. With the ex-
ception of terrorists, who are quite like the military without the
support of a government. They all motivated by strong ideolo-
gies, are highly skilled, trained and financed. From now on I will
refer to this class of attacker as Spies or Espionage.

2.2 motive

The attackers personas motivations will also be derived from real
data; some of which was described in the hacker taxonomies
and profiles in the previous section 2.1 on Means . However,
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Cybersecurity Foreign Nations
Terrorists

Hacker-Profiling-Project Government
Military

Hacker-Taxonomy Information Warfare

Table 7: The Spies

I have also consulted a report on espionage6 publish in 2002
by Herbig and Wiskoff. The report documents the findings of a
54 year study entitled “Espionage Against the United States by
American Citizens [30].” In this report Herbig and Wiskoff delve
deeply into the motivations behind the reasons for espionage.
This report uncovers some trends through the use of statistics,
and identifies the motivations [30, Table 10, page 39] of spies as
the following:

• Money

• Divided Loyalties

• Disgruntlement

• Ingratiation

• Coercion

• Thrills

• Recognition

These motivations are more commonly abbreviated as Money,
Ideology, Compromise or Coercion and Ego or Excitement and
easily recalled with the mnemonic device “MICE [68].” While
these motivations seem highly simplified, they are indeed the
reasons that people committed treason against their countries,
a crime often penalized by death. Since these four basic moti-
vations are sufficient to describes the actual motivations of at-
tackers, they are sufficient to describe the motivations of the
attacker-personas, who are archetypes of actual attackers. Her-
big and Wiskoff define two types classes of motivations: ’single
motivation factor’ and ’multiple motivation factors’. Single moti-
vation factors are those where the spy participated in espionage
for one reason, and one reason only. For example the spy partici-
pated in espionage for the money [30, page 67], and no other rea-
son. Multiple motivation factors are when the spy participated in

6 The weakness of my argument is do spies, spy for the same reasons that hack-
ers hack? I would argue that all criminal behaviors result from similar motiva-
tions.
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espionage for primarily one reason, but also another; the most
common multiple motivation factors had the primary motiva-
tion of money and the secondary motivation of disgruntlement
[30, page 67]. In the case of attacker-personas it is sufficient to
have a single motivating factor I will explore each motivation in
turn in the context of an attacker-persona:

2.2.1 Money

Intuitively, money seems like the most logical reason to do some-
thing. Money was involved in 69% of all cases where money was
one or more of the motives [30, Table 10, page 39] for espionage.
However, it is important to note that this research only includes
those spies who were caught over a 54 year period, and as such
we still do not know about the motivations or number of spies
that were not caught. One thing the available data is clear on
is that motivations change over time. In the 1950’s money led
the motivations at 35% and by the 1980’s it had grown to 52%,
yet over very next decade money dropped to 21% [30, page 45].
With those caveats in mind, it would seem to follow that The
Hobbyists, The Professionals, and The Spies represent the most
common attacker-persona facing electronic commerce business
today.

2.2.2 Ideology

Herbig and Wiskoff describes three kinds of ideological moti-
vations: Ideological (Herbig and Wiskoff’s report uses the term
divided loyalties.), disgruntlement and ingratiation. Ideological
motivations are those where a person has a commitment to a
competing political, religious, social, economic, national, or eth-
nic loyalty. Ideological motivations accounted for 22% of the
cases [30, Table 10, page 39] for espionage. Disgruntlement is
when there is anger, frustration or other friction in the work-
place and is a important factor in ’insider attacks [57]’ which I
will discuss in detail in section 2.3 on Opportunity. Disgruntle-
ment accounted for 28% of the cases [30, Table 10, page 39] for
espionage. And where multiple motives where involved a stag-
gering 65% of the motives included disgruntlement [30, page 42].
Ingratiation is desire to please or impress somebody else. Ingra-
tiation accounted for 17% of the cases [30, Table 10, page 39]
for espionage. The ideologically motivated attackers are the The
Hobbyists and The Spies.
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2.2.3 Ego/Excitement

Herbig and Wiskoff describes two kinds of Ego/Excitement mo-
tivations. The first is thrills, which accounted for 12% of the cases
[30, Table 10, page 39] for espionage. And the second is recogni-
tion, which accounted for 4% of the cases [30, Table 10, page 39]
for espionage. The Ego/Ecitement motivated attackers are the
The Amateurs and the The Hobbyists.

2.2.4 Compromise/Coercion

Compromise is a very interesting motivation, because by defini-
tion this is the least motivated attacker, since they are being ma-
nipulated or forced into compliance. In fact Herbig and Wiskoff
says "Being forced to commit espionage was not a common pat-
tern among individuals." Coercion accounted for 5% of the cases
[30, Table 10, page 39] for espionage. For the sake of the thesis,
we will not address this issue of compromised attackers as one
of the motivations; although it clearly is a tool used by motivated
attackers as a means to an end.

In summary, I have demonstrated that there are three good
primary motivations to base the attacker-personas upon: Money,
Ideology, and Ego/Excitement. Table 8 then brings this together
showing the attacker-means to its respective motivations. For ex-
ample, when constructing an attacker-persona from this data;
we will assume that if the attacker-persona has the means of The
Professionals then he will also share the primary motivation of
that group, in this case Money.

attacker ideology money ego

Amateurs — — Yes
Hobbyist Yes Yes Yes

Professionals — Yes —
Espionage Yes Yes —

Table 8: Attacker Motives

2.3 opportunity

Opportunity is the final part of the means, motives and oppor-
tunity trisect. We have seen now the means, or abilities of the
attackers, and identified their motivations - what is not clear is if
they have an opportunity to execute the attacks. With out oppor-
tunity the crime will not have occurred, it is for this reason that
under the US law a person must have had not only the means
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(example means), but the motive (example motive) but the op-
portunity (example opportunity) to be convicted of a crime.

2.3.1 The Crime Triangle

In fact, criminologists Cohen and Felson state the all crimes are
crimes of opportunity, and that three elements must be present
for the opportunity to exist [17, Page 589]. The three elements
are:

1. An Target;

2. An Attacker; and

3. A Guardian in absentia.

This model is known as the crime triangle [15], or problem
analysis triangle and is a fundamental tool of environmental
criminology in analyzing crime opportunities. The crime trian-
gle is shown in figure 1.

At
ta
ck
er

M
anager

PlaceHa
nd
ler

Target

Guardian

CRIME

Figure 1: The Crime Triangle

attacker The attacker is just that, this is the perpetrator of
the crime.

target The target is also just that, namely the victim of the
crime.

place The place is where the attacker and victim meet, where
no guardian is present and the crime takes place.
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Guardians

There are three types of guardians able to prevent the attacker
from committing the crime:

handler The handler is somebody who has control or influ-
ence over the attacker. This is often parents, siblings, and friends.

manager A manager is somebody who has authority over
a place, for example a teacher in a classroom, or a homeowner
over their home.

guardian A guardian is someone who is capable of prevent-
ing the attacker from committing the crime. This can be some-
body protecting their own property, but also friends, family, co-
workers or neighbors.

2.3.2 Crime Triangle Analysis Theories

There are three theories or models within environmental crimi-
nology that utilize the crime triangle to describe how attackers
and victims behave. The first is the individual level or Rational
Choice Theory; the second is the social interaction level or Crime
Pattern Theory and the last is the societal lever or Routine Activ-
ities Theory.

rationals choice theory Rational Choice Theory is de-
scribing the behavior of the attackers. For example the anonymity
of the internet and the very low chance of being caught makes
it reasonable for people (who have the skill and motivation) to
download music and movies who would have otherwise have
purchased it.

crime pattern theory Crime Pattern Theory looks at events
where attackers and victims come together in a place, thus in-
creasing the potential for attacks to take place. In the real world
this is often night clubs and pubs. However, we are seeing this
pattern on the Internet as well; especially on the ’social network-
ing sites’ like e-bay, my-space and Facebook.

routine activity theory Routine Activity Theory looks
at society as a whole. Turning again to the Internet for an ex-
ample the flock over the last decade of business to the internet
has changed the way people purchase and bank online. This in
turn created new opportunities for crime, for which there are
numerous examples from web application hacking, and the rise
of botnets for bank robbery, spam and ddos attacks for example.
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Routine Activity Theory also describes a number of ways to re-
duce crime through the reduction of opportunity which I will
examine in section 4.2.

2.3.3 Problems of reoccurrence

Analysis has led criminologist to identify some patterns than
happen repeatedly. Three patterns are so frequent that they have
their own designations: Wolves, Ducks and Dens.

wolves Wolves describe the repeat offender problems, this
patten is one where the attacker has different targets and differ-
ent locations. This pattern describes the armed robber who robs
connivence store chains for example.

ducks Ducks describe targets that find themselves repeatedly
targeted. Taxi drivers are the most classic example used to de-
scribe the ducks. They are targeted by different attackers in dif-
ferent places.

dens Den are locations where crime happens frequently. This
is normally because it attracts both Attackers and Targets to the
same location. Pubs and Nightclubs are the classic examples of
’dens’ where crimes take place.

2.3.4 Dens in Cyberspace

It is quite clear that there are many ways to analyze opportu-
nity, however, for the sake of simplicity I have chosen to focus
in on two common very common “Dens” in cyberspace. They
are the “External Attacker” and the “Internal Attacker”. In the
Cybersecurity report they clearly identify the Disgruntled Insid-
ers as a major threat and in the The Hacker Taxonomy there
are two insider threats, the Internals and The Petty Thieves. The
“Internal Attackers” are different than the “External Attackers”
because these ‘insiders’ are trusted, and are the either direct em-
ployees of the business, or employees of a business partner of the
business. In short, insiders have or have had authorized access,
where as externals do not.

According to the Ward, in 2002 the perception was that exter-
nal attackers were perceived as the largest threat to companies,
when in fact it was the internal employee who was responsi-
ble for causing the most damage [66]. And by 2005, Tohmatsu
clearly shows that if external attacks really had been more preva-
lent in 2002 that internal attacks, the tide had changed and inter-
nal attackers had actually surpassed external attackers [64]. In
July 2010, Poulsen reports the United States suffered the largest
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leak of confidential information in history: 92,000 classified docu-
ments found their way to Wikileaks, where they were published
- unquestionably the result of an insider attack [50].

One thing is certain, the opportunity for both internal and ex-
ternal attackers has increased when the Routine Activity changed
in 2002 and the web became ’ubiquitous [70].’ The truth, as they
say is often neither black nor white but someplace in between. I
agree with Thompson who in 2007 says that attacks are neither
internal nor external but ’midternal’; which is to say that attacks
are conducted by partially trusted entities [63].

The internal / external attacker view, remains a relevant view
for now, especially given that the recent leak of confidential doc-
uments to wikileaks [50] was the result of an insider attack. For
that reason I will now examine the opportunity of attackers from
the internal and external attacker perspectives in order to later
utilize this view from the attacker-personas.

Putting the Means, Motivation and Opportunity all together,
we now begin to put together the details about some attackers
that pose a risks to businesses, particularly when we move on to
create personas in chapter 3.

In summary, opportunity is a branch of science in its own
right; and I have very necessarily trimmed far more than I have
included. I have chosen to examine dens, and not explored either
wolves or ducks. Of the all the possible dens examined I have re-
viewed two of the most commonly percieved opportunities, in-
ternal and external attackers. I have correlated the internal and
external attacker profiles in table 9 with the means categories de-
veloped in section 2.1. Additionally, while opportunity reduction
doesn’t eliminate crime; the science of criminology has a signif-
icant body of knowledge about risk reduction through opportu-
nity reduction that is not often employed in risk management
that I will come back to in section 4.2.

means internal external

Amateur — Yes
Hobbyist Yes Yes

Professionals Yes Yes
Espionage Yes Yes
Espionage Yes Yes

Table 9: Attacker Opportunity
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2.4 summary of research for the attacker-personas

In Section 2.1 on Means I identified and classified 4 kinds of
means: The Amateurs, The Hobbyists, The Professionals and The
Spies. In Motives I demonstrated 4 motives: Money, Ideology,
Coercion and Ego as illustrated in Attacker Motives in Table 8.
I then demonstrated two simple opportunity scenarios: Internal
and External as illustrated in Attacker Opportunity in Table 9.
Even in this highly simplified model we have total of 32 potential
attacker-personas. However, In keeping with the definitions I es-
tablished, I have removed from the list combinations that violate
the definitions I have established in this paper. For example the
Amateur is defined by his lack of knowledge and his ego driven
behaviors. It is highly unlikely to have an internal Amateur, since
they are unlikely to have procured employment due to their lack
of skills. However, it is not impossible since computers are ev-
erywhere and even amateurs have jobs. Thus the combinations
removed are not ’invalid’; they are just out of scope for this pa-
per. As such this Potential Attacker-Personas represents a poten-
tial pool of 15 attacker-personas that conform to the definitions
established in this paper of the 32 total possible combinations.
Additionally, for the remainder of this paper, I have additionally
chosen to put aside the question government sponsored espi-
onage, although this is a very real threats, this is a research area
of such depth in its own right, that it is beyond the scope of this
paper which is ultimately to demonstrate a simplified technique
that brings threat-agents back into the risk analysis process. In
chapter 3, development of the attacker-personas I will
select 5 of the potential attacker-personas, based purely upon
my professional experiences, that I feel create the largest risks to
web applications and develop fully researched attacker-personas
for use in risk assessment.
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means motive opportunity

Amateur Ego External

Hobbyist Money External
Hobbyist Ideology External
Hobbyist Coersion External
Hobbyist Ego External
Hobbyist Money Internal
Hobbyist Ideology Internal
Hobbyist Coersion Internal
Hobbyist Ego Intternal

Professionals Money External
Professionals Money Intternal

Espionage Money External
Espionage Ideology External
Espionage Money Internal
Espionage Ideology Intternal

Table 10: Potential Attacker-Personas
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In chapter 2, I researched the means, motives and opportuni-
ties of attackers. I then demonstrated that there are 15 Poten-
tial Attacker-Personas in this highly simplified model. From this
list of Potential Attacker-Personas, I have chosen 5 that I felt
represent the greatest risk to web applications based upon my
own professional experience, and created 5 researched attacker-
personas. The 5 attacker-personas chosen are illustrated in The
Attacker-Personas in table 11.

The purpose of creating the attacker-personas is two-fold; first
the attacker-personas have been created with the purpose of
demonstrating and documenting the process of creating the attacker-
personas, and second to demonstrate how they can be used in
information-security settings. In this thesis, I will utilize one of
the attacker-personas and demonstrate its use in a risk-assessment
situation.

attacker-persona means motive opportunity

Script-
Kiddie

Amateur Ego External

Hacktivist Hobbyist Ideology External
Criminal Pro Money External
Disgruntled
Employee

Hobbyist Ideology Internal

Corporate
Spy

Pro Money Internal

Table 11: The Attacker-Personas

In the sections that follow (The Script-Kiddie, The Hacktivist,
The Professional Criminal, The Disgruntled Employee, and The
Corporate Spy) I present five completed attacker-personas. They
are entirely original and based on the research completed in sec-
tion 2.1, Means. The names chosen for the attacker-personas in
table 11 have no relationship to the earlier projects in section 2.1,
Means, some of which used identical terms for to represent their
respective taxonomies. They are just labels I have assigned to the
attacker-personas representing the means, motive and opportu-
nity characteristics that I am going to personify. Going forward,
when I use the term Script-Kiddie, what I am talking about is a
short cut for an archetype who’s means are amateur in nature,

29
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who is motivated by ego and who’s opportunities for attack are
external in nature as illustrated in table 11.

The personas presented here in section 3.1, are archetypes
based both on my professional experiences, and on the research
in section 2.1. I choose to develop five archetypes. These five
archetypes represent a the attackers that the clients I have worked
with over the last 10 years often imagine to be the greatest source
of threats to their information security environments. I chose the
Script-Kiddie who represents the threat from automated tools.
Two hobbyists, who are a little more skilled and motivated; the
Hacktivist who is an external threat and the Disgruntled Em-
ployee who is an internal threat. The last two archetypes are
professionals, they are highly skilled and highly motivated. The
Criminal is an external threat, while the Corporate Spy is an
internal threat.

Once the research was completed, and the archetypes chosen,
the attacker-personas were created by conducting additional re-
search in order to create biographies for the attacker-personas
that seem not only believable, but also describe their personali-
ties and motivations. To illustrate the process I will now describe
the process I went through in order to create the Script-Kiddie
attacker-persona.

The Script-Kiddie persona is an amateur threat; who lacks ex-
perience, skills and means. Individuals who are lacking those
qualities are typically young. The Attackers who had the char-
acteristics of being young, lacking experience, skills and means
were consulted in section 2.1 and I found that such persons tend
to be between 10-18 years of age. Because of the interest in hack-
ing, I choose to make the attacker a male as more often than not
it is young adolescent males who are interested in technology. I
settled upon the age of 16. I now imagine myself as a 16 year old
male with an interest in hacking.

I then ask myself questions such as how does this behavior
satisfy the ego motivations of a 16 year old male? I imagined that
my 16 year old male must be a member of a hacking group, and
that he is attempting to rise in status within that group in order
to feel better about himself. I then continue to fabricate out of
my imagination the details necessary to create a believable story
about the Script-Kiddie and write it down.

In order to give the attacker-persona an authentic person qual-
ity, I actually google authentic information about real, places,
hacking groups, pseudonyms, websites and hacking tools in or-
der to infuse this persona with real details. I concluded by search-
ing google for the top 100 baby names in order to come up
with a plausible name. I then wrote a biographical sketch of
the attacker-attacker persona based on this research, and then
consulted royalty free stock art houses for the use of images that
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conformed to my ideas for the biographical sketch just written.
I then vetted each of the semi-completed attacker-personas with
people I knew for feedback. Each of the attacker-personas was
created similarly.

3.1 the attacker-personas

The completed Attacker-Personas represent then a framework of
perspectives from which to evaluate risk according to the means,
motive and opportunity each presents. Because these threats are
personified it is quite useful to refer to the attacker-personas by
name, when discussing threats, vulnerabilities as I will demon-
strate in section 4.2, Risk Assessment Using Attacker-Persona.

3.1.1 The Script-Kiddie

The Script-Kiddie is an attacker-persona that represents those
threat-agents who utilize automated scripts that can be down-
loaded from the internet to attack businesses. The Script-Kiddie
is motivated by ego, and is mostly interested in defacement of
websites in order to impress his friends. The completed Script-
Kiddie Persona is shown in 2.

3.1.2 The Hacktivist

The Hacktivist is an attacker-persona that represents those threat-
agents who not only utilize automated scripts that can be down-
loaded from the internet, but is also capable of either purchasing
new attacks that are not widely known, and engineering new at-
tacks. The Hacktivist is motivated by ideology and is likely to do
whatever it takes to achieve his goals, including working with
others. The completed Hacktivist is shown in 3.

3.1.3 The Professional Criminal

The Professional Criminal is an attacker-persona that is highly
skilled and motivated by money. The Professional Criminal works
with other criminals. The Professional Criminal is willing to use
social engineering and coercive methods like bribery or black-
mail if necessary to achieve their goals. Additionally to all the
skills the other attackers had, they are quite capable of setting
up legitimate trust relationships to exploit. For example they
may payoff those employed in partnership businesses, such as
IT consulting services, confidential waste removal, or even of-
fice cleaning services as required to gain the required access to
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a

Isaac Woodward is a 16 year old male from Castlewigg,
just out of secondary school. He is naturally curious, and
consequently has trouble focusing. Isaac wants to attend
university to improve his limited programming skills. Is-
sac also belongs to a group of hackers known as the ’Mafia
Hacking Team’ that hangs out on IRC, a popular chat net-
work with hackers. Members of the ’Mafia Hacking Team’
see hacking as a game and are always trying to raise their
profile on Zone-H, a website that catalogues and ranks
the number of defacements each team is responsible for.
Isaac is motivated both by his curiosity and the kudos of
his mates whenever his ’hacks’ make the news. Isaac has
been known to cause serious damage to companies with
his lack of understanding about how tools like NMAPb

and Metasploit operate.

a Image of The Script-Kiddie [13] by Cherry.
b NMAP and Metasploit is a very popular hacking automation toolkits,

the kind which gave rise to the term Script-Kiddies.

Figure 2: The Script-Kiddie
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a

Tristan Brumby is 22 year old Australian, reading for his
BSc in computer science at the University of Edinburgh.
As a teenager in Australia Tristan spent a lot of time on
4chanb and IRC where his interests in botnetsc made him a
small supplemental income from credit card fraud. Natu-
rally when the "The Great eBarrier Reefd" was discovered
back in March of 2009, Tristan felt his government was
attacking his personal freedoms, and was all to eager to
put his botnet to use in "Operation Titstorme." Tristan feels
that the DDOS attacks were successful based on his gov-
ernments reversal of policy, and fueled by this ’success’ is
actively seeking new ’injustices to fight’ with his botnet.

a Image of The Hacktivist [47] by Petaccio.
b 4chan is a website community where everything is anonymous.
c Botnets are a tool used by hackers to command and control large net-

works of computers.
d The Great eBarrier Reef, is an event where the Australian government

was found to be filtering all internet traffic that entered into the coun-
try, many people opposed this idea on the grounds that they should
be allowed to decide for themselves what information is permissible.

e Operation Titstorm was a 4chan organized denial of service attack,
which utilized botnets, on the country of Australia.

Figure 3: The Hacktivist
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a

Hari Ilijevec is a 27 year old male from Slovania with a
graduate degree in Computer and Information Science
from the University of Ljubljana. While at university Hari
cooked up a very lucrative identity theft scam with his
childhood friend Slavoj. Hari would hack into the blog,
deface it and damage the blog’s database. Slavoj would
then contact the blog owner offering to help repairing
the blog in order to gain trust of the blog owner. In this
way they were able to collect tens of thousands of legiti-
mate identities from the blog registration records, includ-
ing names, email addresses, passwords and occasionally
credit-card details. Each time the pair performed the scam,
they would make an average of £1000-2500 for 2-3 hours of
work. This scam taught Hari and Slavoj that identities that
have credit-card information fetch 10 times more and just
about sell themselves. Naturally, Hari and Slavoj started
investigating ways to obtain large databases of identities
that contain credit card information. In addition to suc-
cessfully running their blog scam on small e-commerce
business, the pair have recently started to focus on to hotel
chains, because of the high volume of credit card activity
and relative lack of security.

a Image of The Professional Criminal [34] by Kantarcıoğluoglu.

Figure 4: The Professional Criminal
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the target as necessary. The completed Professional Criminal Per-
sona is shown in 4.

3.1.4 The Disgruntled Employee

The Disgruntled Employee is an attacker-persona that is in con-
flict with their employer for some reason. As mentioned in sec-
tion 2.3, Opportunity this particular threat-agent is often respon-
sible for far more damage that the other threat-agents, because,
unlike the others they are trusted with cart blanche access to
the assets of the organization. Fueled by their disgruntledness
they have been shown to be capable of just about anything they
can imagine. The completed Disgruntled Employee Persona is
shown in 5.

3.1.5 The Corporate Spy

The Corporate Spy is an attacker-persona that represents the
most insidious of attackers. They are highly skilled and moti-
vated by money. This threat is internal to the organization and
works alone in the field, but is backed up by many highly skilled
resources. Because they are skilled social engineers, they are
charming, and well liked by everybody. They are seemingly hard
workers, who often arrive early or stay late. The corporate spy
may well be an employee, consultant or work at a business part-
ner in order to get access to the target. The completed Corporate
Spy Persona is shown in 6.
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a

Marcello Bustos Cervántez is a 32 year old male from
Zaragoza. Marcello has been an employee of Bankinter,
since he Graduado en Matemáticas e Informática por la
Universidad Politécnica de Madrid (UPM) in 2002. Addi-
tionally, Marcello leads the OWASP Madrid chapter, and
is recognized as a leading security expert by both his peers
and colleagues. Marcello’s problems began back in early
2008 when Crédit Agricole invested in Bankinter and re-
placed Marcello’s former manager with Pablo. Pablo has
always disliked security people as he considers them un-
trustworthy, so he gave Marcello a negative performance
appraisal, hoping to move him out of the job. Because of
this Marcello did not receive his annual bonus in 2009.
Marcello and his wife, were counting on this money in or-
der to purchase some necessities for their new born son.
Marcello’s feels his stellar reputation has been harmed,
and that his future career at Bankinter has been severely
limited by Pablo. Marcello has been plotting his revenge
ever since.

a Image of The Disgruntled Employee [61] by Sharma.

Figure 5: The Disgruntled Employee
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a

Jin Sung is a 34 year old Chinese graduate of Tsinghua
University with a undergraduate degree in Information
and Computing Science and a graduate degree in Phar-
macy Engineering. While at University Jin co-founded a
Chinese company that manufactures ’bio-identical phar-
maceuticals’ with a fellow graduate student. After univer-
sity Jin immigrated to the United Kingdom where he is
now a naturalized citizen who works as an independent
IT consultant for AstraZeneca and GlaxoSmithKline. Jin
is considered a hard worker by all who know him, as he
always arrives to work early, works through lunch, and
is often know to stay late. While Jin often gains access
to trade secrets by working late he is also fully skilled in
using the for key tools of social engineering: fear, curios-
ity, greed, and sympathy in order to get others to disclose
necessary information as well. Jin is well liked by every-
one and nobody has yet suspected he actually makes his
living selling trade-secrets and ’bio-identical pharmaceu-
ticals.’

a Image of The Corporate Spy [6] by Benz.

Figure 6: The Corporate Spy
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In chapter 3, I discussed the 5 attacker-personas: The Script-
Kiddie, The Hacktivist, The Professional Criminal, The Disgrun-
tled Employee and The Corporate Spy. In this chapter I will pro-
vide a background on what a risk assessment is, and the phases
involved. I will then demonstrate a standard risk assessment as
it is most commonly performed in industry and highlight a cou-
ple of the issues with conducting risk assessments in this way.
I will then select one of the attacker-personas, and conduct the
same risk assessment, only this time demonstrating the use of
the attacker-persona.

All risk assessments are fundamentally similar. With few ex-
ceptions they follow a methodology based on the Demming qual-
ity cycle[69]. This cycle begins by establishing the scope, or target
of evaluation, which will be the subject of examination. Second,
a risk or threat analysis is performed. This includes the identifi-
cation of risks, which are composed of the assets, vulnerabilities
and threats. Analyzing the risks previously identified, and fi-
nally evaluating the risks identified and analyzed to determine
how they should be treated. Often a risk matrix is consulted
like the one shown in Figure 14. The result of the risk analy-
sis is a risk treatment plan which defines how each of the risks
will be treated. Third, the risks are treated according to the plan.
And finally, the whole process repeats periodically for the life
of the target of evaluation. This cyclical model (shown in figure
7) is described in the ISO 31000 [25]. The ISO 31000 risk man-
agement model corresponds with the Demming Cycle [69] also
known as the “Plan-Do-Check-Act” cycle, which is in turn based
upon Francis Bacons scientific method [69]. The relationship is
diagramed in table 12

iso 31000 demming bacon

Establish Context Plan Hypothesis
Risk Analysis Do Experiment
Treat Risks Check Evaluate
Monitor and Review Act Repeat

Table 12: ISO 31000, Demming and Bacon

39
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Figure 7: The ISO 31000 Risk Management Process

4.1 standard risk assessment

In this section we will examine a simple web application archi-
tecture, utilizing standard risk assessment methodologies. I will
also discuss some of the problems with this methodology. Fol-
lowing this, I will demonstrate the same process utilizing the
attacker-personas from section 3.1, The Attacker-Personas. In do-
ing so, I will demonstrate that an important part of the risk as-
sessment process is missing.

4.1.1 Establish Context

The analysis here will focus on the very common three tier archi-
tecture shown is figure 8, this architecture, while simplified and
generic, is a very common pattern utilized in most web applica-
tions today. This architecture has three components: the Internet,
the DMZ, and the Intranet. In the Internet we have the client
and their communication to the DMZ. In the DMZ, we have the
boundary firewall, the reverse proxy, the server farm, and a route
into the Intranet. In the Intranet we have the internal firewall, the
App Server, the database server, and a communication channel
between the app server and the database server. Additionally, as
shown in figure 8 there exists communication routes through the
firewalls in each boundary.
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4.1.2 Risk Analysis

As shown in figure 7, The ISO 31000 Risk Management Process
the context has been established and we will now move into
the Risk Analysis phase. The risk analysis phase is composed of
three phases: Identify Risks, Analyze Risks, and Evaluate Risks.
In the Sections that follow, I will do each phase in three parts,
once for each section of the scope.

Identify Risks

Identification is the first step in a risk management framework.
This is the stage where assets are identified, along with the
threats and vulnerabilities to identified assets. This outcome of
this stage is normally a risk register (see figure 9 [62]) which
identifies each asset along with the threats and vulnerabilities
to that asset, later a risk score will be assigned to the threats
and vulnerabilities in order to triage the treatment and addition-
ally the risk register also contains the agreed treatment for each
threat and or vulnerability.

Figure 9: An Example Risk Register

assets An asset is defined as anything that has value, or
could be converted to value to the organization [31]. I will now
examine a subset of the assets, namely those assets in the In-
ternet, the DMZ and the Intranet. In this section, I will focus on
identification of the assets that are non-physical, like information
or business processes more than the physical assets which are
captured in figure 8. Additionally, there are likely many more
assets than those than I call attention to, this is because I am
demonstrating a process, not enumerate every known detail. It
would be hard to quantify each of the values of the different as-
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sets without discussing this with the chief financial officer (CFO)
of a specific business because the assets are valued not only in
terms of the information they contain which is often very qual-
itative, but also in terms of the creation costs, operation costs
and maintenance costs as well as the physical assets value; all
of which are much more qualitative. It is sufficient for our pur-
poses to understand that everything in the chain has some kind
of value to the business.

Internet

User

HTTP(S), port: 80(443)
http://www.mybank.com/

Figure 10: The Internet

Assets in the Internet Examining the internet (see Figure 10,
there is seemingly not a great deal of assets to be found. How-
ever, it turns out this is where the money is actually at; and
corporations are mining it like oil. It turns out that information
about the user and their behaviors are quite valuable. Compa-
nies store cookies on the computer of the user, these cookies are
the used to track the behavior of the user. Doing this allows the
company to create a database of behaviors of the individuals.
This information is so valuable, companies have been found to
ignore the users who have ’opt-out,’ wishing to maintain their
privacy [20]. Other assets are something the user provides; such
as a story or blog post, or information about themselves. An as-
set could also be something the user is, for example if the user
were an web-site administrator where the service provided by
the user is the asset. Assets can also be something the user does
such as spend money to purchase products. Recently relation-
ships between users are seen as valuable, and sites like Facebook,
My-Space, Google and others are fighting to own this informa-
tion. The Internet provides so much value to companies that they
have been rushing to the web for more than a decade now. Ad-
ditionally, there are hard assets such as the users machine, and
there is of course the communications network which provides
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the infrastructure which allows all of this information to change
hands.

DMZ

Service Provider Network

HTTP 
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Figure 11: The DMZ

Assets in the DMZ Examining the DMZ1 (see Figure 11, the
first thing we encounter on the left is the external firewall, this
demarcation is where the Internet interfaces with the corpora-
tion. This firewall is an asset, as are its configuration or rules. An-
other asset is the reverse proxy server. The reverse proxy server
provides security against common web attacks, can server as the
SSL termination point, cache common requests like company lo-
gos and additionally they are responsible for load balancing re-
quests. Beyond this is the HTTP Server Farm, which is the web
servers responsible for providing the content or service that the
site provides. It is quite normal for this part of the website to be
locate in a service provider network someplace external to the
corporation.

Assets in the Intranet Examining the intranet (see Figure 12,
the first asset we encounter is another firewall, which separates
the partially trusted service provider network from the internal
corporate network. The corporate network also houses the appli-
cation server, the database server, and the communication link
between the two. which keeps the internal and DMZ separated,
this again is thought to be sufficient to keep the internal network
and the Internet separated. The application server contains busi-
ness logic. This business logic is constructed from proprietary
software written by the business for the business. The database
server will contain data necessary for the application server to

1 Demilitarized Zone
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Figure 12: The Intranet

serve its application. However, it contains all the customers of
the business who utilize the application. Very often the is per-
sonally identifiable information in these databases, necessary to
control access to the application and for billing; information like
names, passwords, credit card information, addresses, and often
a history of everything the customer has ever done. Often this
database also contains accounts for the administrators of the ap-
plication as well; since the application already knows to look
here for account information.

vulnerabilities A vulnerability is weakness of an asset or
control that can be exploited by a threat. In this case we have
a number of such vulnerabilities at various areas of the archi-
tecture. Vulnerabilities always exist provided there is an asset,
and the only way to remove risk is to remove the asset. Very
rarely is this an acceptable countermeasure, but it is important
to remember this is an option. And while we had a great num-
ber of assets, and the list of vulnerabilities could quite easily be
expanded, I will primarily focus on common web application
vulnerabilities in this section. This is due primarily to limit the
scope to demonstrate the process, and I have kept the content
sufficient for the example. A list of common web application
vulnerabilities is shown in table 13. I will next describe where in
the architecture these vulnerabilities are generally located.

Vulnerabilities in the Internet On the client side of the equa-
tion, we have essentially the user and the communication path
between the client and the server. (See figures 8 & 10.) One of
the most common vulnerabilities is trusting the client or user.
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Failure to Encode Output
Revealing Sensitive Data
Canonicalization
Reliance on Client Side Validation
Non-Validated Input
Weak Authentication
Weak Authorization
Insecure Session State Management
Insecure Administrative Interfaces
Insecure Configuration Stores
Failure to Separate Public and Private Resources

Table 13: Common Application Vulnerabilities

Sometimes this takes place as reliance on client-side validation.
However it is more common to assume the client will only access
the website via a web-browser, when in fact the resource can be
accessed programmatically. The assumption that there is a per-
son utilizing the service or resources leads to vulnerabilities.

There are also vulnerabilities in the communication chain across
all three layers. For example, DNS [33] is known to have numer-
ous security issues [9]. Additionally, some services on the inter-
net, such as HTTP [24], email [49], and may chat protocols [32]
send the content unencrypted from one destination to another,
allowing anything transmitted to be eavesdropped, often reveal-
ing sensitive information.

Vulnerabilities in the DMZ In the DMZ there exists a number
of vulnerabilities, in addition to the communications vulnerabil-
ities, there are also vulnerabilities in the application itself. Com-
mon vulnerabilities include, failure to encode output, canonical-
ization problems, non-validated user input, weak authentication
and authorization, insecure session state management, insecure
administrative interfaces, insecure configuration stores and fail-
ure to separate public and private resources.

Vulnerabilities in the Intranet In the Intranet, there exists a
number of vulnerabilities, in addition to the communications
vulnerabilities, there are also vulnerabilities in the application
itself. Common vulnerabilities include application logic flaws,
weak authentication and authorization, insecure session state
management, insecure administrative interfaces, insecure con-
figuration stores, and failure to separate public and private re-
sources.
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threats A threat is the potential cause of an unwanted in-
cident, which may result in harm to a system or organization
[31]. In this case we have a number of such threats at various
areas of the architecture. While threats exist without a threat-
agents, threats are never exercised without a threat-agent. Addi-
tionally, there is the vulnerability of application logic flaws that
are unique to each application, there is a threat that these will
be discovered by a threat-agent before they are discovered and
patched by application developers. This is not a comprehensive
list of threats in the example architecture, since the architecture
doesn’t actually exist. A list of common threats in web applica-
tions is show in table 14. But it is sufficient for the example.

Information Disclosure
Parameter Manipulation
Buffer Overflows
Cross-Site Scripting
Code Injection
Code Execution
SQL Injection
Brute Force Attacks
Dictionary Attacks
Cookie Replay
Elevation of Privilege
Unauthorized Access
Insufficient Transport Layer Protection
Eavesdropping
Tampering

Table 14: Common Application Threats

You find the threats in table 14 throughout the architecture. In
the following paragraphs I will identify roughly where in the
architecture (see the scope in figure 8) the threats are located.
Many threats exist in multiple places in the architecture, and
mitigating the threat in one area doesn’t necessarily mitigate it
in another. Additionally, in each location a risk is identified the
treatment may well be different as the threat agents and security
requirements are different for each location as well.

For example, lets assume there is the threat of several un-
patched Where it actually is located, makes a difference in the
treatment. It could be argued that the treatment is identical,
since each system requires patching. However, it turns out the
treatment maybe different. For example it may well be the case
that a users machine is treated by accepting the threat, while the
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same is hopefully not true of an application server witch would
be patched right away. It should be easy to see now that the
threats, vulnerabilities and treatments are all potentially differ-
ent for each location in the architecture.

Threats in the Internet Common threats in the internet include
DNS poisoning, Session Hijacking, Session Eavesdropping, Pa-
rameter Manipulation, Information Disclosure, Cookie Replay,
Insufficient Transport Layer Protection, Tampering.

Threats in the DMZ Common threats in the DMZ include:
Information Disclosure, Buffer Overflows, Cross-Site Scripting,
Code Injection, Code Execution, Brute Force Attacks, Dictionary
Attacks, Elevation of Privilege, Unauthorized Access. Addition-
ally, there are threats from the service provider as well, such
as alteration of the configuration stores of the firewalls, caching
servers and the web farm. Often SSL is terminated at the firewall
making eavesdropping trivial. This allows also for replay attacks,
and in flight parameter manipulations as well.

Threats in the Intranet Common threats in the intranet in-
clude SQL Injection, Brute Force Attacks, Dictionary Attacks, El-
evation of Privilege, and Unauthorized Access.

Analyse Risks

Now that we have established the scope, identified the assets
within the scope, and enumerated all of the vulnerabilities and
threats to those assets we can turn to analysis of those threats
and vulnerabilities. The result of that process is a list of threats
and vulnerabilities recorded in a risk register (see figure 13)
where it can be tracked through out the risk assessment lifecycle.
After entry into the risk register, each risk is quantified and then
evaluated against a risk matrix (see figure 14). Then, based upon
where a particular risk falls within the risk matrix, the treatment
plan for that risk is determined. We will now examine a typical
risk quantification system.

quantification There are two prevailing methodologies for
Quantification of risks, the quantitative risk analysis and the
qualitative risk analysis. Quantitative methodologies utilize eco-
nomic values and probability to calculate the quantification of
risks, while qualitative analysis relies upon either the best judge-
ments of an expert or the delphi method where group consensus
is used to rank the risks. [29]
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Figure 13: A Risk Register

Quantitative Risk Analysis One of the earliest published at-
tempts at a quantitative risk analysis methodology was first pub-
lished in August of 1979 entitled FIPSPUB 65 Guidelines for
Automated Data Processing Risk Analysis. This document de-
scribes the quantitative method as an equation still used today
known as the Annualize Loss Expectancy2 or ALE [55]:

ALE = (AssetValue× Exposure)× Frequency

In this equation ‘Exposure‘ is the magnitude of loss of the
asset expressed as a percentage. And ’Frequency’ is how many
instances per year this event happens [38]. For example, assum-
ing an asset valued at ($1,000,000 that has an exposure of 10%)
that happens 5 times each year) is $500,000. So the Anual Loss
Expectancy is $500,000 and the business is justified to spending
an equal amount or less on mitigations.

Quantitative risk analysis is not without its drawbacks how-
ever, the most notable is that the process is very laborious and
time consuming3, in addition to this it is not always certain how
numbers have been derived. Additionally, no agreed upon stan-
dards exist for this process and so the results vary from vendor
to vendor [38].

Due to these drawbacks it is far more common to see the qual-
itative riks analysis utilized, and so I will focus on this method-
ology for the remainder of the thesis.

2 Improvements on the original equation have been established over the years
to deal with shortfalls in the FIPSPUB 65 equation.

3 I am aware that the process has been automated by many companies and
consulting firms.
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Qualitative Risk Analysis According to Krause and Tipton, FIP-
SPUB 65 formed the methodology required by the Office of Man-
agement and Budget, and was a requirement of document OMB
A-71 [38]. This document was amended by Sally Katzen in 1995
in OMB A-130 [36, Comment 5], which lifted the Quantitative
requirement allowing for Qualitative Risk Analysis as described
in “An Introduction to Computer Security: The NIST Handbook
[65].” The qualitative risk calculation4 is similar to the quantita-
tive:

Risk = Consequence× Likelihood

Consequence, is similar to exposure and Likelihood is similar
to frequency. However, instead of being quantified they are esti-
mated on a scale. The NIST handbook [65] describes a scale of
1-10 for each, however it is not uncommon to see a scale of 1-5.
The results are then plotted onto a risk matrix5 like the one in
figure 14. In this way the risks are then qualified, and the appro-
priate treatment identified.

Transfer

TerminateTreat

Tollerate

Li
ke
ly
ho
od

Consequence

Figure 14: A Risk Matrix

4.1.3 Evaluate Risks

For each risk in list of threats and vulnerabilities, a qualitative
assignment of the consequence and likelihood is made and en-
tered into the risk register (see Figure 9.). As previously men-

4 This is expressed in the most simplistic terms of the many qualitative calcula-
tions to choose from.

5 This risk matrix represents any scale, normally it will be marked off in a graph
representing the scale to be use for the assessment.
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tioned, this can either be done via a subject matter expert, or by
group consensus of subject matter experts, which is known as
the Delphi Method [40]. Once each of the risks have all been as-
signed values for Consequence and Likelihood, the risk matrix
is consulted to identify the treatment strategy for the risk. Some
risk registers automate this lookup and populate the treatment
strategy automatically.

After this has been completed it is quite common to sort the
risks from highest to lowest in order to identify which risks
should be treated first during the treat risks phase, this is known
as risk triage. Risk triage also helps in situations where cutting
of scope, due to a time or budget constraint, does not allow treat-
ment of every risk. There are generally four kinds of treatments
(as shown in the risk matrix in figure 14), that can be applied
to the risks depending on the risk management system or stan-
dard you happen to be consulting however the boil down to the
following four “T’s” [19]:

1. Terminate or Avoid the risk. This can be most easily done
by eliminating the asset in question.

2. Treat, reduce, or control the risk, this is to apply a counter
measure to the threat or vulnerability that reduces the risk
to a tolerable level.

3. Transfer or share the risk, outsource the risk to a third party
or insurance the risk in some way. Depending on the na-
ture of the risk this may or may not actually be possible.

4. Tolerate, accept, or retain the risk, which is to assume the
risk in full and budget for it accordingly.

It is not just enough to say that a risk is to be terminated or
treated, this is just the risk treatment strategy - for each risk a
treatment plan must be developed as well to implement the strat-
egy, so the risk can be later treated according to that plan. Taking
for example the risk of non-validated input, and the treatment
of termination; it must be decided how non-validated input will
be terminated. Perhaps this requires educating developers, and
rewriting existing code and project plans to execute both could
easily take a year or more, depending on the size of the orga-
nization. Treatment plans then require far more that just the as-
signment of a treatment strategy.

4.1.4 Treat Risks

The treat and repeat phase is where the risks that were identified
and assigned a treatment plan are now executed according to
that plan.
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4.1.5 Example Risk Assessment

Returning now to the example risk assessment in progress, we
established a scope (see figure 8 and identified the vulnerabil-
ities (see table 13) and threats (see table14) within that scope.
There are 26 threats and vulnerabilities in total. Utilizing a risk
matrix with a scale of 1-5 for each consequence and likelihood
as follows with the vertical scale as likelihood and the horizontal
as consequence as shown in table 15:

5 5 10 15 20 25
4 4 8 12 16 20
3 3 6 9 12 15
2 2 4 6 8 10
1 1 2 3 4 5

1 2 3 4 5

Table 15: Example Risk Matrix

Values are then assigned6 to the 26 risks identified in the scope
and then sorted to identify the most important risks to address,
as shown in figure 16:

In this example then, risks with a value of 15 or greater would
fall into the ’termination’ zone (see figure 14), and risks will be
assigned a treatment strategy of ’termination.’ In the case of non-
validated input, the treatment strategy is termination, exactly
how this is implemented and enforced is decided in the treat-
ment plan: it maybe through policy and procedure, or through
education for example. Treatments in the range of 5 through 10
are in the zone of “treat or transfer” these risks will need to be
either mitigated in some way, or transfered. And risks between
1-4 are just tolerated, as acceptable.

Once the risk treatment strategies are assigned; risk treatment
plans are created to implement the risk treatment strategies. Fol-
lowing this, the risks are then treated according to the risk treat-
ment plans.

4.2 risk assessment using attacker-persona

It was important to examine the ‘traditional’ risk or threat anal-
ysis in order to really understand the benefits that the attacker-
personas bring to the risk or threat analysis process. The risk
management system remains largely the same. First the scope or
target of evaluation is established. Second a threat or risk analy-

6 These values were chosen arbitrarily for the example.
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Risk C L TP

Reliance on client Side Validation 5 5 25
Non-validated Input 5 5 25
Parameter Manipulation 5 3 15
Tampering 4 3 12
Revealing Sensitive Data 5 2 10
Failure to Encode Output 3 3 9
Canonicalization 3 3 9
Cross-Site Scripting 3 3 9
SQL Injection 3 3 9
Cookie Replay 3 3 9
Weak Authentication 4 2 8
Weak Authorization 4 2 8
Insecure Administrative Interfaces 4 2 8
Failure to Separate Public and Private Access 4 2 8
Insecure Session State Management 3 2 6
Insecure Configuration Stores 3 2 6
Elevation of Privilege 5 1 5
Unauthorized Access 5 1 5
Insufficient Transport Layer Protection 5 1 5
Eavesdropping 5 1 5
Brute Force Attacks 1 4 4
Dictionary Attacks 1 4 4
Information Disclosure 3 1 3
Code Injection 3 1 3
Buffer Overflows 1 1 1
Code Execution 1 1 1

Table 16: Example Risk Register

sis is done. Third a risk treatment plan is established, and finally
the risks are treated according to the plan.

To demonstrate the use of the attacker-personas we will utilize
the same risk management methodology as in section 4.1, with
the identical scope (See Figure 8), however the analysis phase is
where things change and I will examine those changes here.

The first part of the analysis phase is the identification phase.
Previously in the identification phase we identified the assets
(See Section 4.1.2), which remain the same, as the scope is the
same however this time we do not identify all the threats and
vulnerabilities that we can think of - we identify the threat-agent
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we wish to defend against. In this example, I will utilize a single
threat-agent for simplicity. In this case I am going to chose the
disgruntled employee (See Figure5), as this is a very common
situation [37] [44] [8] [72].

The identification phase of the analysis is not quite completed
however, while we now have a scope, assets and a threat-agent
we still need to figure out what the risks are and this particular
phase is different because rather than try and work out what
the quantification or qualification is for a risk to be exploited
and rank it in a triage process, we assume a full compromise,
and develop the treatment plan accordingly. It should already
be apparent that if the attacker-persona has a full compromise,
then the means, motive and opportunities they have will result
in a different evaluation that either qualitative or quantitative
analysis, and in the resulting treatment plan.

This is to say that a threat from Tristan (See figure 3) is dif-
ferent than a threat from Hari (See figure 4); as Hari is much
more capable and motivated than Tristan even though they are
both external attackers. It follows then that the treatment plans
should reflect the differences in the threat. However, it also changes
how we examine the threats as well.

Assuming then our threat-agent is Marcello (See figure 5), and
that our scope (See figure 8) and assets (See Section 4.1.2) are the
same, we place Marcello in the architecture and for the sake of
argument lets place him in the DMZ (See figure 11).

To identify the threats and vulnerabilities in this situation is
the same as asking the question, ”what can Marcello do in this
situation?” Because we are developing a strategy for defending
against this threat, it is not permissible for this exercise, to re-
move the threat. Instead, we must identify ways to reduce or
eliminate Marcello’s opportunities. It would clearly be helpful
if a framework for the reduction or elimination of opportunities
existed.

Incidentally, a list does exist. In 1998, Felson and Clarke cre-
ated a list of 16 was to reduce crime opportunities, in their book
“Opportunity makes the thief [23]’.’ and in 2003, Clarke and Eck
improved this list to 25 ways, in the book “Crime analysis for
problem solvers in 60 small steps [16].” The following is that list:

While the list in table 17 was written as a framework for re-
duction of opportunity for crimes in physical space, it is equally
applicable to the cyberspace. It is my conjecture than current
risk assessment methodologies focus in on bits, bytes and boxes
where either some security hardware can be sold, or additional
consulting hours can be billed; and that in doing so, the larger
context of attackers and opportunity reduction techniques are
absent from the risk treatment process.
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Increase The Effort Target harden, Control access to fa-
cilities, Screen exits, Deflect offenders,
Control tools and weapons.

Increase The Risks Extend guardianship, Assist natural
surveillance, Reduce anonymity, Use
place managers, Strengthen formal
surveillance.

Reduce The Rewards Conceal targets, Remove targets, Iden-
tify property, Disrupt markets, Deny
benefits.

Reduce Provocations Reduce frustrations and stress, Avoid
disputes, Reduce arousal, Neutralize
peer pressure, Discourage imitation.

Remove Excuses Set rules, Post instructions, Alert con-
science, Assist compliance, Control
drugs and alcohol.

Table 17: Opportunity Reduction Techniques

Returning to the Question of what can Marcello do in the
DMZ? Assuming he has full access as administrator of the sys-
tems. What kind of a threat is he? He can as administrator change
the configurations of the firewalls, the reverse proxy and the
HTTP Server Farm. He can also change the contents of what is
served, he can eavesdrop, forge, replay, delay, rush, reorder and
delete any messages on the network. He can add and remove
machines to the HTTP Server Farm. He can very likely bring
equipment and tools in and out of the server room. Denial of
service attacks are just a power-cord away from somebody with
physical access, in addition to the many other was he could also
accomplish this. We can clearly see what an enormous issue the
it is for Marcello to be disgruntled, as he has numerous ways to
do some serious damage. Lets examine some opportunity reduc-
tion techniques and see how they stack up against this threat.

increase the effort Increasing the effort causes Marcello
to have to plan his attack, rather than react opportunistically, ad-
ditionally, if he does do something his ability to claim it was
accidental are much less likely. Giving the company legal reci-
procity.

• Target harden: Normally this refers to putting locks on
doors; and here we may want to consider, that not every
person should have root or administrator access to every
box, thus ’putting locks’ on the machines. This includes
keeping the machines patched and updated so that com-
mon vulnerabilities do not become opportunities. In a per-
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fect world a trusted third party that impliments and en-
forces a role based access control system will harden things
even further. In many cases you can not only harden access,
you can also harden communication with machines with a
digital certificate system like SSL or SSH, which inciden-
tally will also take care of the eavesdropping and forgery
as well. If this is already part of the trusted third party, then
enabling the encryption of the already authenticated traf-
fic should likewise take care of the threats from eavesdrop
and forgery.

• Control access to facilities: Controlling access to fa-
cilities, is about restricting access to areas to authorized
persons. While our discussion focused on the risks posed
by Marcello in the DMZ where he works, however, the
DMZ is not the only place he could pose a threat - by
controlling access to the facilities we ensure that Marcello
does not choose to seek retribution in the accounting de-
partment. Additionally, This again is a good place to think
about role based access mechanisms as restricting the ac-
cess to the roles required for Marcellos job not only limits
opportunities - they identify Marcello as the culprit.

• Screen exits: Normally utilized for the reduction of theft.
However, nobody robs a bank without a getaway plan. Screen-
ing exits thus acts as a deterrent form impulsive oppor-
tunistic attacks. Additionally, if key card access control sys-
tems are used, even should such an attack occur it can be
used to identify who was at the scene of the of the crime
acting as an additional deterrent.

• Deflect offenders: This is the practice of keeping offend-
ers, places and targets separated. Employees who never
take sick leave no matter how ill they are, or who never
take holiday are suspects for embezzlement, since leaving
the job, would leave nobody to cover up the offense. It
is for this reason that holidays are mandatory is some oc-
cupations, it removes the offender from the place giving
others opportunity to notice the embezzlement. Sometimes
job duty swapping is done, again, this reduces the oppor-
tunities for attacks since somebody else is likely to review
what has been done. Having Marcello swap duties with
fellow employees periodically, allows backdoors or ’hacker
tools’ to be discovered by other employees. Likewise, per-
haps Marcello should not have 24/7 access to the DMZ. In
doing so the opportunity to conduct an attack is limited to
supervised or semi-supervised hours when there are addi-
tional trained staff who can detect and react to anything
Marcello may do.
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• Control tools and weapons: Not all weapons are guns
and knives, some tools like packet sniffers or other penetra-
tion testing software should not be allowed uncontrolled in
the environment. Clearly there are times and places for ev-
erything, and as such, efforts should be made to provide
a legitimate way of accessing and utilizing such tools in
a controlled manner. This allows unauthorized use or in-
troduction to be in violation of policies. This is beneficial
since Marcello has a reduced opportunity to use such tools
outside of a known and supervised scenario.

increase the risks Clarke and Eck [15] say that attackers
worry more about the risks of getting caught than about the conse-
quences if they are caught [15, Part 6, page 5]. Thus by increasing
the risks of being caught, it discourages the attacker.

• Extend guardianship: Going back to the Crime Triangle
(See Figure 1.) there are three kinds of guardians that could
reduce opportunity. The idea of extending guardianship, is
to create guardianship where it otherwise does not exist.
When Americans moved to the suburbs in the 1960’s home
burglary increased when women started working outside
the home, as it left no guardians in the neighborhoods dur-
ing the day. Similarly, pair programming reduces the op-
portunity for software engineers to code back doors, among
the many benefits. Marcello’s guardians could be extended
by reducing his abilities to work alone.

• Assist natural surveillance: This is advice to create de-
fensible spaces. Spaces that are defensible make it very dif-
ficult to hide or conceal things. In the case of Marcello this
can be logging all actions to logging servers that he does
not have permissions to access. Or even logging to write
once read many media. It could also be things like making
sure the network operations center is enclosed with glass
so that people can look in and watch what is happening in-
side. Additionally, it may require placing the machines in
an orientation so that employees can not hide behind racks
or otherwise conceal themselves.

• Reduce anonymity: Reduction of anonymity creates an au-
ditability and accountability trail. Utilizing role based ac-
cess systems allow for the creation of systems where every
command typed is logged and accounted for. Use of digi-
tal certificates or other transaction signing mechanisms can
also be used to reduce anonymity. This allows one to trace
the attack to an account, and along with other evidence
place the Marcello at the scene of the attack. In doing this
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Marcello is more likely to not capitalize on any opportu-
nities he discovers because the risk of being caught is to
high.

• Use place managers: Sometimes a place is a crime trap,
this happens when the place does not have a guardian
who has authority over the use of the space. This is called a
DEN. One of the solutions for the elimination of DENs is to
put a guardian in place. In the case of the DMZ, this would
be a manager in charge of the DMZ; who may well have
their office within the data-center. In this way, the DMZ
is supervised at all times. This makes it difficult for Mar-
cello to react to any opportunities because the likelihood
of detection and apprehension is quite high.

• Strengthen formal surveillance: Put video surveillance
in the DMZ, there are a hundred reasons why this is a good
idea beyond the protection of the physical assets; it would
capture employees and tag them in place and time, making
non-repudiation quite difficult. Marcello knowing he will
be recorded doing the attack may well be discouraged from
doing it in the first place.

reduce the rewards The Rational Choice Theory of crime
says that attackers have motives [22], and by understand the mo-
tives of the threat-agents (or attacker-personas) we can take mea-
sures to reduce or remove the ’reward’ behind the behavior. In
this case, we have a disgruntled insider, Marcello, and his motive
is revenge.

• Conceal targets: This describes the wisdom of hiding
your valuables. Quite often this strategy is derided by se-
curity professionals as “security by obscurity.” However, it
works. There is no need to advertise what the servers in
the DMZ are to Marcello, not everything there is his re-
sponsibility and there is no need to label high value assets
for him. But this may go well beyond racks of machines.
It could also be keeping the power and network cables in
conduits and under false floors. It can also be encrypting
traffic; so it is not easy to eavesdrop.

• Remove targets: Removing targets is about terminating
risks, there are ways to do this without the removal of
the asset. For example a machine without usb, dvd, cd-
rw, floppy or network access is going to be very difficult
to copy and remove data from (particularly if it lives in
a rack), however it can be a very effective ’safe-spot’ for
data at rest. A common way this is achieved in hardware
is to have machines that erase their contents if they are
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opened. A bank may have a fast pay limit of such a low
value that the thieves do not bother since it is not worth
being caught for such a small value. The ways that targets
can be removed is very situational and requires creativity.
Unfortunately, I have never personally been in a risk man-
agement meeting where such strategies were discussed.

• Identify property: This is about tagging assists, to pre-
vent theft, which many companies do already. I however,
have yet to work at a company where corporate property
was examined at the door, or where alarms were in place
to prevent unauthorized removal? I have very rarely ever
worked anyplace where informational assets were tagged,
although most word files are in practice [46]. It is impor-
tant to not just tag assets but to track them as well. Doing
so limits Marcello’s revenge theft opportunities, to what he
may be able to reasonably deny having stolen, and instead
having it for legitimate reasons.

• Disrupt markets: Criminals often have a secondary mar-
ket, where information is sold or property traded. Bill Gates
famously took on software piracy and has in many ways
disrupted the market. It is good business to drive down the
value of information or assets that are not legitimately ac-
quired, making illegitimate or illegal markets disinterested
as doing so causes criminals to look elsewhere.

• Deny benefits: Because it is necessary to know the motive
and the attack in order to work out how to deny of bene-
fits to the I will just give a couple of examples. If laptops
are stolen for the data; and the drives are encrypted would
be thieves have been denied the benefits of their labors.
Marcello wants revenge, every counter measure so far dis-
cussed is an attempt to deny Marcello an opportunity to
get revenge and thus denies him the benefits.

reduce provocations These are preventative measures for
dealing with the issues that precipitate crime [73]. These same
factors are also seen as preventative measures for insider threats
[8]. Additionally, the book “Happy hour is 9 to 5” by Alexan-
der Kjerulf [35] contains hundreds of ideas that could be seen as
“Provocation Reduction Methods.”

• Reduce frustrations and stress: Marcello’s boss Pablo
is the person with the issues, and is the root cause of prob-
lems for Marcello and the company. Introducing an over-
sight system to understand why Marcello was suddenly
overlooked for his raise and interviewing Marcello could
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rectify this. However, as work places are very rarely proac-
tive and mostly reactive, at least having a system that al-
lows Marcellos frustrations to be communicated and inves-
tigated could lead to lower frustrations.

• Avoid disputes: Alexander says that conflicts happen, and
suggests a the following five step method of resolution,
handle it sooner than later, seek clarifications, use non-
violent communication and seek mediation [35, Pages 96-
98]. I agree with Alexander, disputes happen, but a good
framework for management of disputes can do a great deal
to diffuse them before they get out of hand.

• Reduce arousal: The topics of religion and politics, are no-
toriously ’arousal generating subjects,’ and many people
avoid them in an effort to avoid conflict. Similarly, people
say things in emails and in chats, that they would never
say to a person in real life. Efforts to contain such talk help
reduce friction and arousal which lead to arousal and inci-
dents.

• Neutralize peer pressure: Often incidents start through
peer pressure, when everybody in a group turns on a par-
ticular individual, thus creating stress and frustration, dis-
pute and arousal. A very strong spark for the creation of
insider threats. Interventions that prevent such dynamics
are logically an effective way of reducing threats.

• Discourage imitation: This is about copy-cat attacks, of-
ten when one person goes on the attack, others feel justi-
fied in doing the same. If they boss is stealing from work,
you can be certain his employees who watch this behavior
feel justified in doing the same.

remove excuses Removing excuses is a set of opportunity
reduction techniques that are aimed at reminding the would be
attacker that they are about to break the law. Hopefully the at-
tacker’s conscience will get the better of them and alter their
behavior.

• Set rules: Have governance, and make sure everybody
has signed and read it. Periodically, remind people in email
about various policies and procedures and any updates to
them.

• Post instructions: Post important guidelines in the work
area. For example posting messages reminding people to
lock their computers when they are away, foils the oppor-
tunistic Marcellos of the world.
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• Alert conscience: It is said a lock keeps an honest per-
son honest. Similarly reminding people of their social obli-
gations has been shown to keep honest people honest. Lo-
gin screens that remind people that unauthorized use is a
crime or a violation of corporate policy for example turns
out to be an effective way to raise compliance.

• Assist compliance: This is to say that it should be made
as easy as possible to do the right thing, in fact it should
be the default thing. In the USA taxis give free rides home
from the bars to keep the people from drink driving. In
other cities, patrons were asked for their car keys before
alcohol could be served. The point is, that the easier it is to
do the right thing, the higher the compliance is.

• Control drugs and alcohol: In crimes drugs and alcohol
are highly linked with less that desirable behaviors, and
often with crimes. It doesn’t take much imagination to un-
derstand that Marcello getting drunk at the company party
can lead to some very regretable times. Companies should
have ’drink-free’ events and prohibit the use of alcohol dur-
ing working hours. Most employers do this these days, but
not all.

Having identified the threat-agent, we have now reviewed 25
ways to mitigate the threats from insider attacks in a risk as-
sessment that utilize opportunity reduction techniques from en-
vironmental criminology. A number of the techniques dove-tail
right into the traditional mitigation methods, particularly those
that seek to increase effort, increase risks, and reduce reward.
However, we also saw mitigations not commonly reviewed that
address the attacker and their motivations by reduction of provo-
cations and removal of excuses.

The picture I hope that is emerging is one that shows informa-
tion security can benefit from a multidisciplinary approach to
risk assessment and management. And equally importantly that
anybody on a project brings a valuable perspective from their
respective discipline. And finally, that security is not the domain
nor job of security professionals alone. A multidisciplinary ap-
proach helps to identify things that the non-professionals will
not have otherwise considered, while improving communication
between security professional and non-professional alike.

The use of a attacker-personas and multidisciplinary techniques
are not intended to replace current practices; but to incremen-
tally improve them. For example with the addition of the attacker-
personas we can now comply with standards like the ISO 15408
[26], better known as “The Common Criteria” which is freely
available for download on the Internet. Table 15, reproduces an



62 use of the attacker-personas

illustration from “”The Common Criteria [26, Page 12, Figure
2]“” showing how threat-agents fit into the process.
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Figure 15: The Common Criteria

The threat agent has not traditionally been part of the qual-
itative risk analysis process even though it has been identified
by standards bodies as an important factor in the process. By
Putting the threat-agents back into the picture, we can mentally
placed ourselves in the threat-agents shoes we can start to appre-
ciate the risks that actually require mitigation and build counter-
measures for those risks with more precision while eliminating
efforts where they are not required.

Additionally, by following standards like The Common Cri-
teria, risks are further reduced by following a freely available,
highly vetted methodology established by decades of use and
the accumulated knowledge of thousands of the worlds leading
experts.



5
B E N E F I T S A N D C R I T I C I S M S

5.1 benefits of personas

Cooper identifies numerous benefits to the use of personas in
his book [18]. Among the many reasons he sites the ability to
get the project management, stakeholders and the developers on
the same page. Attacker-personas have been similarly useful in
communicating about security with non-security professionals,
whom are project managers, stakeholders and developers.

For example, lets assume the development team would like to
collect a birthdate from a user on a website. They build a form
where the user can type anything into and assume that they
have done their job. When asked about data input validation,
the developers eyes glaze over and roll into the backs of their
heads. They reluctantly go back to the drawing board and make
it a drop-down box so that the user can no-longer type anything,
but must choose among the options, which is no more secure
than before because hackers do not use the drop-down menus -
they fire requests with software.

However, if instead of discussing data input validation, you
have all agreed that Isaac Woodward is a threat to your web-
site, and you all agree on his means, motives and opportunity;
you can instead ask the development team what they have done
to stop Isaac Woodward from sending dangerous data with his
scripts to the website. This is a challenge that the developers
agreeably rise to meet, and I have found that they are quite
happy to show you the ways they have outsmarted Isaac.

To paraphrase Pruitt and Adlin, personas create a common
language between security and non-security professionals by hav-
ing made assumptions and knowledge about the attackers ex-
plicit facilitating better communication. Additionally, Pruitt and
Grudin, Rivest [7] and Cooper have all noted that personas act
as a ’communication shorthand’ for a whole host of goals, moti-
vations and behaviors.

The attacker-personas helped security and non-security pro-
fessionals focus on the specific behaviors of the attackers, and
help facilitate better decisions. As I described above, the de-
velopers had not only developed the correct mitigations, they
were quite proud of their successes. Additionally, when evaluat-
ing risk, the use of attacker-personas allowed us to become the
attacker-personas and allowed both security and non-security
professionals to ask themselves what they would do if they were
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the attacker-persona [18]. This method of putting yourself in the
attackers shoes; if it is used at all - becomes second nature when
the attacker-persona has been defined. This proves to be a fun
and effective tool for identifying and triaging risk in a way no
other methodology allows.

5.2 criticisms of personas

The first problem is one that is fairly obvious; namely that per-
sonas are not people. If one thinks about this it is quite logical
really. Personas are in fact nothing more than archetypes of char-
acteristics shared by a demographic1. In the case of the attacker-
personas, for example, we have said that Amateurs are not very
clever folks and thus their potential impact is very low. How-
ever, in practice Amateurs can download hacking toolkits from
the internet, that improve their skills to those of the toolkits au-
thors, and this is true for the Professionals as well, as they can
employ the use of ’botnets’; in order to augment their skills to
levels formerly only seen in nation-states [39].

This issue was first raised by Chapman and Milham in their
paper "The Personas’ New Clothes: Methodological and Prac-
tical Arguments Against a Popular Method [11]." And in fact
Chapman, Love, Milham, ElRif, and Alford further conduct a
study entitled "Quantitative evaluation of personas as informa-
tion [12]." validating this claim. The counter argument is that
there seem to be no studies that independently verify or refute
the findings of Chapman et al.. And I am left to ponder, that
while this is a very obvious point, does it have any relevance if
the systems designed are better when this model is employed,
compared to those where it is not?

This question brings me to my second argument; namely that
the use of personas has so far been entirely subjective. Miller and
Williams, Pruitt and Grudin, Cooper have all written books pro-
claiming the value that personas bring to their respective design
processes. And Long has even gone on to show that in usability
studies those designs that employed personas, were better than
those that did not employ personas [41]. However, I am unable
to find any independent verification or refutation of this study
either. And furthermore, what maybe true for a usability study
is not necessarily true for a security architecture or a risk assess-
ment.

A final critique is that the usefulness of the personas can not
tell us if a security architecture is any better than one that is
developed without personas since no studies have been done to
verify this. However, even if they had been done, the security
of any given architecture can only verified on a falsification ba-

1 This quality is the essence from which the utility of personas is derived.
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sis. In other words we say something is secure only so long as
nobody has found a way to circumvent the security, as soon as
they have, it is said to have been insecure. It is impossible to
know then, if the personas contributed in any way to a systems
not having been hacked. The way around this dilemma is to con-
duct the research on a known insecure architecture, in order to
find out if the personas do indeed make a difference in the re-
sulting design.





6
F U T U R E R E S E A R C H

6.1 scientific studies

On of the most glaringly obvious areas of future research is to
conduct the research on specifically created insecure architecture
to determine how or if the use of personas influences the security
of the resulting architecture.

It would be interesting to get a two dozen students and split
them at random into two groups one to secure the architecture
without personas as the control group and the other to secure
the architecture with personas as the test group.

Each group would be given one information security student
to act as the subject matter expert, while the other students
would participate as the non-security experts. This reflects the
real world dynamics within the groups that participate is such
practices in society.

Each group would then be given a half-day course on risk
assessments, and the remainder of the week to come up with
their designs and recommendations for the specifically created
insecure architecture. Students would not know in advance what
if any of the insecurities are.

At the end of the week, exit interviews would be conducted
and the resulting architectures examined and compared against
each other. There of course would need to be enough insecurities
that neither group could possibly address them all, so that the
T-Test has enough data to produce a useful p-value to determine
the difference if any. The results would then be documented and
published.

While this obviously requires additional thought, guidance
and input from experts, I believe this would be my general ap-
proach.

6.2 additional research

The fact is that I spent to much time on the research and creation
of the personas in section 3, and I did not leave myself enough
time to complete all the research, nor the writing that I would
have liked. On the other hand, this leaves many areas of research
for the future.

Probabilistic Risk Assessment has been omitted completely.
The Quantitative methods in conjunction with the attacker-personas,
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were not explored at all either. I was unable to obtain the ISO/IEC
13335 which I am told contains quite a bit on the subject as well.

One of the more interesting ideas to me, is to further explore
the opportunity reduction techniques of environmental criminol-
ogy to understand how and where the opportunity reduction
techniques can reduce risk in ’cybersecurity.’ In conjunction with
the attacker-personas, I am left to wonder how this could be fur-
ther developed into risk treatment framework.

Other areas where additional research can be done are into
the areas of Coercion and Social Engineering. Further research
in this area could well add an additional dynamic to the motives
of the attacker-personas.

Espionage was also omitted, one of the most logical places to
start is English historian, Christopher Andrew’s “The Defense
of the Realm: The Authorized History of the MI5 [5].”, which
at over a thousand pages; I was unable to complete in time to
inform my research. Additionally he has written a book on the
history of the CIA: “For The President’s Eyes Only: Secret Intel-
ligence and the American Presidency from Washington to Bush
[4].” that I have not cracked the cover of yet.

Additionally, there are all kinds of areas where Attacker per-
sonas seem to additionally fit into information security methods,
such as threat tree analysis, misuse cases, and threat modeling
for instance.



7
C O N C L U S I O N

I start with a fundamental assumption that criminal behavior
is not fundamentally different in cyberspace than it is anyplace
else.

I then utilized a multidisciplinary approach, drawing on a
number of disciplines, in order to develop attacker-personas based
on this research. I examine research from psychology, criminal
profiling, environmental criminology, and sociology for data about
criminal behaviors and motivations. I then utilize the art of mar-
keting personas, to build researched personifications of attack-
ers to represent threat agents in risk assessments. I then demon-
strate the use of the attacker-persona and opportunity reduction
techniques in a sample risk assessment against a fictional web
application architecture.

In doing this, I demonstrate that risk assessment processes
can be done utilizing theories from criminology and psychology
- thus drawing on more mature disciplines to inform understand-
ing and potentially improve current risk analysis by capitalizing
on more mature frameworks from other disciplines in risk anal-
ysis.

My original objectives were to do something that made use of
the ’human factor’ in information security. Currently, most so-
lution frameworks depend on bits, bytes and boxes; all things
driven by a sales process; not a security improvement process. It
is my conjecture that threats do not exploit themselves, and that
any quantification or qualification that ignores this fails to under-
stand the real threat. Just as a measurement requires a margin of
error to be meaningful, likewise a risk analysis requires a threat
agent in order to understand what level of assurance it actually
provides.

What I hope to have done, and what I set out to do is to incor-
porate the human factor, along with ideas from other disciplines
into risk assessment. I demonstrate that there is a rich history of
risk assessment in other disciplines that can serve to inform and
guide the field of information security. In this paper, I happen
to have chosen criminology, and psychology as a foundation -
but it could have just as easily been medicine a subject in which
I am more familiar, or any number of other disciplines. I have
been successful in demonstrating a multidisciplinary route to
risk assessment.

I have demonstrated that well research threat-agent profiles,
expressed as attacker-personas, provide an incremental improve-
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ment upon existing qualitative risk assessment methodologies. I
further show that risk treatment can be enriched through op-
portunity reduction. I additionally demonstrate that the use of
threat-agents bring risk assessments back into line with the pro-
cess described by the common criteria.

I have shown that risk assessment methodologies need not
continue to ignore the attacker in qualified risk assessment sce-
narios. I have also demonstrated that information security can
and should benefit from a cross-pollination of ideas from other
disciplines.

There is absolutely nothing new, nor original in this thesis
with perhaps the exception of the way I have collected and as-
sembled the ideas together. I expected the marriages of ideas
from different disciplines to be much more seamless than it
turned out to be. I spent a great deal of time writing and rewrit-
ing my ideas until I understood how an idea actually could actu-
ally be useful or fit into the overall picture. It was so obvious in
my head, but actually quite difficult to weave together in prac-
tice. As a result it I believe many of the ideas are presented less
cleanly than they existed in my head.

In the future I would expect for the practice of risk assessment
to remain qualitative as opposed to quantitative. However, I be-
lieve that they will utilize more and more qualitative data points,
like the data I have presented on the attacker-personas. At the
same time, I think risk assessment will become more computa-
tive. And I expect that ideas from fields like game theory and
decision theory along with probabilistic techniques like Monte
Carlo simulations will be used to analyse and assess risks in the
future.
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