
NTO Spider Infringement of Cenzic Patent 7,185,232: Claim 10 

10. A method of testing a target 

on a network by fault injection, 

the method comprising:  

This describes directly the NTO scanning of 

web applications for vulnerabilities (see 

below) by the use of the terms “Scan Name” 

and “Target URL” and “vulnerabilities,” and 

the descriptions of “crawled 252 links” and 

“97,885 possible attacks of which 24,290 

were actually performed” which shows that 

NTO is actually testing the target “by fault 

injection.” 

 

 

defining a transaction baseline; 

and  

The referenced term from the figure below 

and others, “Original Traffic,” represents “a 

transaction baseline.”  

 

 

modifying an input field in the 

transaction baseline to obtain a 

modified transaction with 

malformed value, wherein 

The claim allows for a variety of specific types 

of modifications which NTO performs, as 

detailed below.  To infringe Claim 10, only 

one of these modifications need be practiced 



modifying the input field 

comprises at least one of the 

following: 

by NTO. 

providing alternative character 

encoding for a character in the 

transaction baseline,  

This example shows the use of this option.  In 

the image below captured from 

www.webscantest.com/reports vulnerabilities 

subsection relating to Blind SQL Injection 

vulnerabilities, “0x34” is used in Blind SQL 

injection to represent ‘4’.   

 

The following is another example that shows 

the use of this option.  In the image below 

captured from www.webscantest.com/reports 

vulnerabilities subsection relating to Cross 

Site Scripting vulnerabilities, 

“fromCharCode(109,55,48,56,109,49,119,77)” 

is used in a Cross Site Scripting injection to 

represent “m708m1wm”. 

 

The following is another example showing 



use of this option.  In the image below 

captured from www.webscantest.com/reports 

vulnerabilities subsection relating to SQL 

Injection vulnerabilities, a variety of encoding 

methods are used for a single quote.  They 

include “char(%27)”, “%u00271” (listed as 

“USC-2 encoded”), “%25%32%37” (listed as 

“double encoded”), and “%c0%a7” (listed a 

“Unicode”).  

 

creating a double delimiter in the 

transaction baseline,  

The following is an example that shows the 

use of this option.  In the image below 

captured from www.webscantest.com/reports 

vulnerabilities subsection relating to SQL 

Injection vulnerabilities, 

“char(%27)char(%27)1” is used a specifically 

identified as a “Double CHAR(%27)”. 

 



providing all delimiters in the 

transaction baseline, providing 

no values in the transaction 

baseline,  

 

providing a single character and 

delimiter-value pair at a repeated 

large buffer in the transaction 

baseline,  

 

providing an unbalanced pair in 

the transaction baseline,  

The image below was captured from 

www.webscantest.com/reports vulnerabilities 

subsection relating to Blind SQL Injection 

vulnerabilities on the authentication form.  

The “baseline” / “Original Traffic” shows a 

value of “Rake” in the name field, and the 

modified / Attack traffic shows an “Attack 

Value” of “Rake’%20AND%201=0/*”.  The 

use of the single quote “’” in the attack value 

is an example of providing an unbalanced 

pair. 

 

The example below is another instance of this 

option.  The image was captured from 

www.webscantest.com/reports vulnerabilities 

subsection relating to SQL Injection 

vulnerabilities on the authentication form. 



 

In the following example, the image was 

captured from www.webscantest.com/reports 

vulnerabilities subsection relating to Blind 

SQL Injection vulnerabilities. 

 

In this example the string “Rake” is modified 

to be “Rake')+AND+1=('0” which uses “)” and 

“(“ in a manner that creates an in-balance in 

the input designed to rebalance internal SQL 

syntax. 

 

replacing a delimiter with random 

ranges that cover the value of 

the delimiter,  

 

providing an alternative encoding 

to encode a transaction field with 

a character that is equal in 

nature and different in 

This example shows the use of this option.  In 

the image below captured from 

www.webscantest.com/reports vulnerabilities 

subsection relating to SQL Injection 



representation,  vulnerabilities, “%27” is used in SQL injection 

“%27Rake” to represent a single quote, and 

later, in the third attack listed in the same 

image, a single quote is also sent directly in 

“’Rake”.  The figure below shows three attack 

values, two of which are exactly the same, 

except in their encoding of the single quote.  

The encoded valueusing %27 is labeled 

“Single Quote (ASCII)” and the simple single 

quotes are listed as just “Single Quote”. 

 

 

The following figures show the actual 

requests that were sent for each. 

 



 

 

providing a prefixed escape in 

the transaction baseline,  

 

providing ghost character 

encoding in the transaction 

baseline,  

 

controlling the user identity 

which is a field indicating 

resource name or user identity,  

 

injecting unfiltered 

metacharacters to a secondary 

process,  

This example shows the use of this option.  In 

the image below captured from 

www.webscantest.com/reports vulnerabilities 

subsection relating to HTTP Response 

Splitting vulnerabilities, 

“%0d%0aa88BuKtW%3A%20a”  is used and 

specifically identified as a “HTTP Response 

CLRF injection”.  It uses the meta characters 

carriage-return and line-feed (%0d%0a), to 

fool the server into handling the request and 

response in an unintended manner.  As 

described in the ‘232 patent, these meta-

characters are not simply alternative 

encodings used to affect input field injection, 



nor to serve as ghost characters, they serve 

to cause the transaction to be misclassified 

and handled differently than intended by the 

system. 

 

providing extraneous meta-

characters for causing 

misclassification, or  

 

parsing out a delimiter to obtain 

an intermediate representation of 

the transaction baseline,  

 

where a value in the transaction 

baseline is replaced by a buffer 

function. 

 

 

• Note that all examples of NTO figures are captured from 

www.webscantest.com/reports vulnerabilities subsection. 



APPENDIX “A” – Vulnerabilities Report 

 

 

 


