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IBWAS ‘10, the 2nd OWASP Ibero-American 
Web Application Security conference will be held in 
Lisbon, Portugal on the 16th and 17th of December, 
2010. The conference will take place at the ISCTE—

Lisbon University Institute. Training will be held 
on the 16th and Conference on the 17th.

This conference aims to bring together application 
security experts, researchers, educators and practi-
tioners from the industry, academia and international 
communities such as OWASP, in order to discuss 
openly problems and new solutions in application se-
curity. In the context of this track academic research-
ers will be able to combine interesting results wit the 
experience of practitioners and software engineers. 
IBWAS

1. General OWASP 
projects news

1.1 - The ASVS project’s leadership has been put 
under an application processand OWASP community 
has responded with enthusiasm – five candidates 
have shown interest in leading or co-leading this 
OWASP flagship project. The GPC is currently on its 
way to produce a recommendation for OWASP Board 
decision.

http://www.owasp.org/index.php/ Request_For_
Proposals/ Seeking_New_Project_Leader_For/ ASVS

1.2 - In a record time the OWASP Secure Coding 
Practices - Quick Reference Guide has produced and 
has had its third release assessed and consequently 
rated as Stable Quality. We thank and congratulate 
the project leader, Keith Turpin, and the release 
reviewers and contributors.

http://www.owasp.org/index.php/ OWASP_Se-
cure_Coding_Practices_-_Quick_Reference_Guide

OWASP Summit 2011

Tom Brennan

The OWASP Summit 2011 is fast approaching, 
http://www.owasp.org/index.php/ Summit_2011 if 
you have been involved with OWASP for awhile you 
might recall that we announced the OWASP Elec-
tions at the OWASP Summit 2008 and they were held 
on November 11th 2009.

* Wiki archive reminder see: http:// www.owasp.
org/index.php/ Board_member

The next cycle will start at OWASP
Summit 2011 with elections to take place on No-

vember 11th 2011 by the current OWASP
Members http:// www.owasp.org/
index.php/ Membership# Categories_of_Member-

ship_.26_Sup porters
If you have the cycles and want to be a candi-

date for consideration we encourage you meet the 
pre-req., and get involved with a OWASP Global 
Committee http:// www.owasp.org/index.php/ 
Global_Committee_Pages today.

OWASP AppSec USA 2011—Minneapolis

A big thank you to IBM for being the 1st Sponsor of AppSec USA 2011 and signing up as a Gold Sponsor.

Get your CFP responses ready. The Call for Papers will go out March 15, 2011. We will be using the http://
appsecusa.org site coming soon.
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Estimating Software Vulnerabilities

JEFFREY R. JONES, Microsoft

As long as products have vied for selection by customers, analysts have calculated metrics to compare them. Which car has the most horse-
power or achieves the top speed? Or, as times changed, which car gets the best gas mileage? In software, many criteria have achieved a level 
of importance, and as software security issues have grown, the industry has worked to develop comparison metrics. Much of this work uses 
measurements that are based on issues a vendor has addressed or fixed. Vendors post security notifications, for example, to notify users that a 
patch is available to address a known vulnerability. You can calculate days of risk by subtracting the date an issue was publicly disclosed from 
the date the vendor made a patch available.

But what about the security issues that the vendor hasn’t fixed? In other words, on any given day, how many security flaws are publicly 
disclosed and potentially available for malicious use by hackers? The amount of work necessary to create and maintain a database for all pub-
lic disclosures affecting components of complex modern systems would be substantial. Although some sites, such as Secunia (www.secunia.
com), report a specific number of unpatched issues for software products, can you be confident that the information is comprehensive and 
accurate?

I’ve developed a method for identifying and charting software exposure to unpatched vulnerabilities. I then analyzed the vulnerability data 
to determine accuracy.Users or vendors can use this methodology to interpret exposure data and apply it practically.

Software vulnerabilities’ role in performance metrics

Jim Reavis was the first to use vendor response times to compare security
response times for vendors.1 He compared Sun, Red Hat, and Microsoft security response times using data gathered from vendors’ security 

advisories, as well as data from well-known security consultants, CERT, hacker groups, and mailing lists such as Bugtraq. Later that year, 
William Arbaugh more formally defined a vulnerability life cycle’s stages, laying the groundwork for subsequent comparison studies.2 

“For our Web server role comparison, we will use vulnerabilities 
disclosed earlier than 2004 if and only if the solution vendor (Micro-
soft or Red Hat) has released a fix for these issues in 2004. Similarly, 
we will not consider vulnerabilities announced in 2004 but fixed in 
2005.”

It seems likely that the study would have analyzed publicly dis-
closed but unpatched vulnerabilities during 2004 if the researchers 
could have generated a definitive list.

Some public sources—notably Secunia—do provide information 
about unpatched security issues. For example, on 31 March 2005, the 
Secunia site showed that for the Red Hat Enterprise Linux 3 Advanced 
Server, zero out of 152 Secunia advisories were marked as unpatched 
in the Secunia database. In addition, for the Windows Server 2003 
Enterprise Edition, six out of 45 Secunia advisories were marked as 
unpatched in the Secunia database.

Does the number of unpatched Secunia advisories reflect, or is it 
proportionate to, the set of publicly disclosed vulnerabilities available 
to malicious attackers? It’s almost immediately apparent that it can’t 
be.

Secunia advisories largely reflect vendor advisories. So, one Secu-
nia advisory reflects Microsoft’s advisory MS04- 011, in which the 
company addressed 14 discrete vulnerabilities. Similarly, one Secunia 
advisory reflects Novell’s SUSE-SR:2005:003, which addresses more 
than 45 vulnerabilities. Did Secunia show 45 unpatched issues on 
the day before Novell released SUSE-SR:2005:003? It did not, even 
though many other Linux distributions had already addressed and 
publicly discussed those issues. No one currently provides that level of 
attribution to the complex Linux-based operating system distributions.

The power of 20/20 hindsight

A disclosed vulnerability can be in one of two states:
• publicly known, with no patch available from the vendor,
or
• publicly known, with a patch available from the vendor.
Metrics from previous studies are driven by the latter; however, the 

former might be much more interesting if we can establish an accurate 
way to compare them.

The Forrester Group performed 
an analysis similar to Reavis’s, 
comparing Microsoft and four Linux 
distribution vendors, again using data 
from similar sources over a one-
year period.3 Whereas the Forrester 
study looked at all issues by vendor, 
later studies by Richard Ford and his 
colleagues4 and Herbert Thompson 
and Fabien Casteran5 examined 
the available vulnerability data as it 
applied to specific products installed 
and configured as a Web server and 
a database server, respectively. Both 
studies sought to measure:

• the number of security advisories 
vendors issue,

• the number of software vulner-
abilities vendors fixed, and

• the average time a vendor takes 
to provide a patch for a publicly 
disclosed vulnerability.

Brian Witten and his colleagues 
asked whether open source improves 
system security, referencing the 
Reavis data. They concluded that the 
data shows the open source period 
“experienced less exposure in the 
form of known but unpatched vulner-
abilities over a 12-month period 
than was experience by either of two 
proprietary counterparts.”6

Although the earlier studies use 
software vulnerabilities as the basis 
for their measurements, they aren’t 
explicit about which vulnerabilities 
they studied. Ford and his colleagues, 
on the other hand, specifically state 
which vulnerabilities they include in 
their study of Web server roles4:



The Open Web Application Security Project (OWASP) is an open community dedicated to enabling organizations to conceive, develop, 
acquire, operate, and maintain applications that can be trusted. All of the OWASP tools, documents, forums, and chapters are free and open 
to anyone interested in improving application security. We advocate approaching application security as a people, process, and technology 
problem because the most effective approaches to application security include improvements in all of these areas.  
We can be found at www.owasp.org. 

OWASP is a new kind of organization. Our freedom from commercial pressures allows us to provide unbiased, practical, cost-effective 
information about application security. 

OWASP is not affiliated with any technology company, although we support the informed use of commercial security technology. Similar 
to many open-source software projects, OWASP produces many types of materials in a collaborative, open way. 

The OWASP Foundation is a not-for-profit entity that ensures the project’s long-term success. OWASP Foundation
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9175 Guilford Road
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Columbia, MD 21046
Phone: 301-275-9403
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Kate.Hartman@owasp.org
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