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The Collegiate Cyber Defense 

Competition (CCDC)  
 

is an event that allows teams of undergraduate 

and graduate students at universities across the 

United States to exercise their academic and 

technical education and compete in a business-

oriented, defensive information assurance 

competition. CCDC is the first competition 

system that specifically focuses on the 

operational aspect of managing and protecting 

an existing “commercial” network 

infrastructure. 

 

Teams for the CCDC come from any 

interested two or four year college or 

university with an active computer science, 

information assurance, computer 

engineering or information systems 

program. Teams consist of up to 8 students 

with no more than 2 graduate students on 

any team. Each competitor must be a full-

time student.  

 

CCDC is designed with multiple levels of 

learning opportunities. Faculty members 

coach the students for the competition. 

Formal classes and independent study 

programs have been created to prepare 

teams for the CCDC and improvements 

have been made to existing courses as a 

result of the CCDC. State and regional 

competitions move between schools so that 

faculty and students at different schools 

have an opportunity to organize and host a 

CCDC.  

 

Mission 

The mission of the Collegiate Cyber 

Defense Competition (CCDC) system is to 

provide a controlled, competitive 

environment for institutions with an 

information assurance or computer security 

program to assess their student’s depth of 

understanding and operational competency 

in managing and protecting a corporate 

network infrastructure.  

THE CCDC 
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History 
 

On February 27 and 28, 2004, a group of 

educators, students, government and 

industry representatives gathered in San 

Antonio, Texas, to discuss the feasibility 

of establishing regular cyber security 

exercises or competitions with a uniform 

structure for post-secondary level 

students. During their discussions this 

group suggested the goals of creating a 

uniform structure for Cyber Security 

exercises might include:  

 Providing a template from which any 

educational institution can build a 

cyber security exercise. 

 Providing enough structure to allow 

for competition among schools, 

regardless of size or resources. 

 Motivating more educational 

institutions to offer students an 

opportunity to gain practical 

experience in information assurance. 

 

The group also identified concerns related to 

limiting participation to post-secondary 

students, creating a level playing field to 

eliminate possible advantages due to 

hardware and bandwidth differences, having a 

clear set of rules, implementing a fair and 

impartial scoring system, and addressing 

possible legal concerns. 

 

In an effort to help facilitate the 

development of a regular, national level 

cyber security competition, the Center for 

Infrastructure Assurance and Security at 

The University of Texas at San Antonio 

agreed to host the first Collegiate Cyber 

Defense Competition (CCDC) for the 

Southwestern region in April of 2005. The 

following year they recruited four colleges 

to conduct regional competitions and the 

national championship was established.  

While there are other cyber defense 

competitions, the CCDC is unique in that 

it focuses on the operational aspect of 

managing and protecting an existing 

network infrastructure. While other events 

examine the ability of a group of students 

to design, configure, and protect a 

network over the course of an entire 

semester, this competition is focused on 

the more operational task of assuming 

administrative and protective duties for an 

existing “commercial” network. Teams 

are scored based on their ability to detect 

and respond to outside threats, maintain 

availability of existing services such as 

mail servers and web servers, respond to 

business requests such as the addition or 

removal of additional services, and 

balance security needs against business 

needs.  
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Goals of the CCDC:  
 

 Build a meaningful mechanism by 

which institutions of higher education 

may evaluate their programs. 

 Provide an educational venue in which 

students are able to apply the theory 

and practical skills they have learned in 

real-world situations. 

 Foster a spirit of teamwork, ethical 

behavior, and effective communication 

both within and across teams. 

 Cultivate interest and awareness in 

information security and help build the 

nation’s cyber workforce. 
 

The Information Technology (IT) industry has 

grown substantially, encompassing virtually 

every sector of society and creating a wealth 

of job openings in IT related fields.  This has 

led to a heightened need for qualified IT and 

Information Assurance (IA) employees to fill 

these jobs within companies, communities, 

and states. Although we continue to see 

substantial growth in job opportunities, 

according to the Computing Research 

Association’s 2007-2008 Taulbee Survey 

there was a 20% drop in students completing 

a Bachelors degree in IT fields in 2007 and a 

10% drop in 2008.  While enrollment in 

technology degrees such as Computer Science 

has seen a slight uptick in 2010/2011, there is 

still a large gap between the need for 

individuals with technology degrees and the 

number of students graduating with those 

degrees. 

 

The CIAS created the Collegiate Cyber 

Defense Competition program to help address 

the lack of cyber security qualified college 

graduates.  There is very little opportunity for 

students to gain real-world practical 

experience in the typical classroom setting.  

The CCDC program motivates educational 

institutions to offer students an opportunity to 

gain real-world experience in  

information assurance. CCDC does this by 

providing a template from which any 

educational institution can build a cyber 

security competition and provide enough 

structure to allow for competition among 

schools, regardless of size or resources.  By 

doing this we believe that future information 

assurance students will be better prepared to 

enter the workforce, make better business and 

security decisions, and have a better 

knowledge of the technologies they will be 

working with.   

The National CCDC Champions by competition year are: 

2006:  University of North Carolina at Charlotte 

2007:  Texas A&M University 

2008:  Baker College 

2009:  Baker College 

2010:  Northeastern University 

2011:  University of Washington 

2012:  University of Washington 

 
National Champions are awarded the “Alamo Cup” which they may display 

at their institution until the next NCCDC champion is crowned. 

National Winners 
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How CCDC Works 
 

The Basics 
 

CCDC competitions ask student teams to 

assume administrative and protective 

duties for an existing “commercial” 

network—typically a small company with 

50+ users, 7 to 10 servers, and common 

Internet services such as a web server, mail 

server, and an e-commerce site. Each team 

begins the competition with an identical set 

of hardware and software and is scored on 

their ability to detect and respond to 

outside threats, maintain availability of 

existing services respond to business 

requests such as the addition or removal of 

additional services, and balance security 

against business needs.  An operations 

team runs the competition and takes on the 

roll of the company’s chief information 

officer and chief information security 

officer.  
 

Judging and Scoring 
 

The competition is scored based on several 

factors including availability of services, 

response to business tasks, and defense of the 

network against attack. Throughout the 

competition an automated scoring engine is 

used to verify the functionality and availability 

of each team’s services on a periodic basis and 

traffic generators continuously feed simulated 

user traffic into the competition network.  

 

A volunteer Red Team provides the “external 

threat” all Internet-based services face and 

allows the teams to match their defensive skills 

against live opponents. As in the real world, 

successful Red Team actions have 

consequences for the teams and penalties are 

assessed for successful Red Team actions 

resulting in loss of sensitive data or control of 

systems. The competition is also scored on 

how well the teams are able to complete 

business requests which are handed out in the 

form of injects. Injects are distributed to each 

team at the same time through electronic or 

physical methods.  White Team judges receive 

a copy of the injects from the team members as 

they are delivered.  Scoring instructions are 

also provided to the White Team judge by a 

member of the Operations Team and will 

typically be delivered a certain period of time 

after the inject depending on the length of time 

allowed for inject completion.  

INSIDE THE 

CCDC 
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The Competition Network 
 

Teams are allowed to alter their network/operating 

system/application configuration as they see fit,  

provided they maintain the required public network 

services such as SMTP, POP3, HTTP, HTTPS, and 

DNS at all times. Failure to provide these public 

services will result in a loss of points.  Continued 

failure to provide public services will result in service 

agreement violations and additional penalty points.   

 

Throughout the competition, teams will also be asked 

to stand up additional services (such as FTP, SSH, 

RDP, or VNC).  Below is a notional network diagram 

of the major components that are typically used in 

each team network.  
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Impact and Expansion 
 

CCDC has multiple 

state and regional 

competitions for 

colleges and 

universities in various 

geographic areas. The winners of the regional 

competitions are invited to the National CCDC 

in San Antonio. We are now embarking on our 

8th National CCDC in 2013, with 10 regional-

winning CCDC teams participating in the 

National Championship.  One of the direct 

benefits of CCDC is the valuable face-to-face 

meeting of teams from different schools and 

interactions between the students.  As this 

competition continues to grow in recognition, 

teams are forming earlier and preparing in 

earnest for each year’s events.  As preparations 

strengthen, additional faculty members will 

become involved as will additional students at 

each institution.  Past regional events have had 

significant input from corporate sponsors 

providing direct preparation assistance to 

teams.   

 

This collaboration between academia and 

industry has had significant benefits to all 

parties involved.  Fostering community and 

corporate involvement in the preparation of 

collegiate teams strengthens the entire 

education cycle and provides corporate 

partners with access to future employees. 

CCDC has also been specifically mentioned in 

the Presidential Cyberspace Policy Review, 

which states that the Federal government, with 

the participation of all departments and 

agencies, should expand support for key 

education programs and research and 

development to ensure the nation’s  
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continued ability to compete in the information 

age economy. The review recommends that 

existing programs should be evaluated and 

possibly expanded, and other activities could 

serve as models for additional programs. 

NCCDC is listed as one of the key educational 

programs. On June 28, 2010 Congress passed 

House Resolution 1244 to commend the CIAS 

for its development of the National Collegiate 

Cyber Defense Competition (NCCDC), the 

competition's role in promoting cyber security 

curricula in institutions of higher education, 

and the efforts of UTSA and the greater San 

Antonio area to promote the cyber security 

industry in Texas 

 

For 2012, the impact footprint of the CCDC 

events exceeds the 1,500 competitors directly 

involved in CCDC events.  Many schools have 

tryouts to select their team competitors. It is 

also anticipated that as the event grows, these 

numbers will rise, and participation in the 

event will drive additional curriculum changes 

toward the objectives of the event.  

 

Based on exit surveys from our past national 

competitions, we found participants, both 

students and faculty, learned of gaps in their 

programs and were interested in steps to 

remediate these self identified gaps.  

Improvements to curriculum as a result of the 

competition will strengthen programs across 

the nation and will result in a tremendous 

impact from the competition.  The CCDC 

program gains momentum every year with 

more schools learning about it and 

participating.  Each year, more student-run 

computer security clubs are formed as a result 

of the CCDC program.  Many schools now 

hold “tryouts” to select CCDC team members 

Growth in School Participation 

(2006-2012) 

Growth in Student Competitors 

(2006-2012) 
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Volunteers, Partners and 

Supporters 
 

Red Team 
 

The Red Teams used during CCDC events are 

made up of highly qualified industry 

professionals that are invited and/or provided 

by our sponsors. The Red Team is there to 

provide the credible, realistic threat 

perspective for the students.  We ask the Red 

Team to scan, probe, and penetrate systems as 

they would for any network assessment or 

penetration activity.  They may also disrupt 

team systems by rebooting systems, deleting 

key configuration files, disrupting services, 

etc.  The goal of the Red Team is to obtain 

user or root/administrator level access to as 

many team systems as possible and access and 

modify key files. They may use overflows, 

brute force attacks, and non-network based 

DoS attacks. Rootkits may be installed, code 

modified, injections performed and systems 

penetrated on each team. At the end of CCDC 

events, the Red Team also provides some 

guidance and advice to participating teams—

showing the teams how they can better defend 

themselves in the future.  
 

White Team 
 

The White Team positions are filled by 

volunteers from government, academia, and 

industry. These are less-technical positions and 

we will accept volunteers as long as they are 

able to log onto a system and check email.  

The mission of the White Team is to observe 

the competition, ensure team compliance with 

rules, and score competition events (injects).   

Members of the White Team are briefed on 

judging and some of the rules that they need to 

focus on enforcing (we do not expect White 

Team members to memorize or enforce the 

entire CCDC rule set).   

 

Recruiting Event 
 

Each year at the national competition we host a 

recruiting event designed to connect the 

participants with potential employers.  Our 

sponsors and partners are invited and 

encouraged to attend this unique opportunity to 

meet and recruit from some of the best 

computer security and information assurance 

students in the country.  We ask the 

participants to bring their resumes and be 

prepared to network with potential  

SUPPORTING 

CCDC 
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employers.  These recruiting events have 

proven to be quite successful as CCDC  

participants have been hired into internships 

and full-time positions by our corporate 

sponsors. 

 

Sponsorship 
 

Sponsors and supporters play a very large role 

in CCDC events. The students that come to the 

National CCDC are truly the best and the 

brightest. They have competed and won at the 

state and regional levels to qualify for the 

National Competition. At the National 

Competition we like to challenge the students 

with the latest and greatest technologies. 

Without sponsorships this would be nearly 

impossible. To bring the latest products to the 

students we are actively seeking vendor 

partnerships and working to find ways to 

introduce new products and technologies to the 

competition environment. 

 

The types of sponsorships that CIAS seeks for 

CCDC are funding, hardware, software, 

volunteers, and marketing items or gifts for the 

competitors.  There are numerous benefits to 

vendors and sponsors of the CCDC.  During 

the competition, donated vendor products are 

introduced to and used by the next generation 

of security, information technology, and 

computer science professionals.  When these 

students enter the workforce they will have had 

some experience with the equipment and 

software that was donated and will have a 

more informed opinion about the technologies 

available to them.  Corporations that donate 

their time by volunteering are able to meet, 

interview, mentor, and see the most qualified 

students from each regional competition in 

action.   

 

For the students, being able to network with 

professionals from various corporations is an 

opportunity in itself, with the possibility of 

passing on their resumes or receiving an 

internship.  Ideally the CIAS would like to 

have the teams “shop” for hardware or 

software using a fictional “budget”.  This 

would require the availability of various 

hardware and software selections for the 

competitors to choose from.  Our goal is to 

solicit multiple companies in each key industry 

for permanent or temporary donations of 

hardware and software.  Vendors such as Cisco 

Systems, Tipping Point, Acronis, Microsoft, 

and Symantec have all donated products for 

use in support of CCDC events.  These 

donations allow students to obtain hands-on 

experience with technology that they may not 

have access to at their schools.   

 

We believe that most sponsorship 

opportunities can be beneficial for both the 

students and the sponsors.  Press kits are 

assembled and given out during the 

competition and various articles are released 

that mention the various sponsors.  There are 

other opportunities based on the sponsorship 

level, such as banners, speaking at the awards 

ceremony, displaying corporate logos on the 

competition bags, and so on. 

 

For more information 
 

Please visit our website at 

www.nationalccdc.org or contact the CIAS 

directly at cias@utsa.edu or 210-458-2119. 

 

 

 

 

 

 

 

 



4350 Lockhill-Selma, Suite 100        

San Antonio, TX  78249 

(210) 458-2119 (voice)      (210) 458-2170 (fax) 

 

http://nationalccdc.org 


