
 

 

 

 

 

ABOUT SQL INJECTION 

Description 
SQL Injection occurs when software constructs creates all or portions of a SQL command where 
externally accessed data is acquired and placed within a SQL Query. SQL Injection occurs when input 
validation has not occurred and additional SQL statements can be appended to the SQL statement.  

This commonly occurs through: 

 Concatenation of Variables 

 Simple argument passing to a SQL Connection or Execution 

 Passing arguments to escape existing SQL statement to perform your statement.  

 ‘your sql; 

 ;add in more of your sql;  

What type of Languages are Affected? 
All languages are affected.  

 
Examples of SQL Injection 
    

  Example #1 of C# Application 

string userName = ctx.getAuthenticatedUserName(); 
string query = "SELECT * FROM items WHERE owner = '" + userName + "' AND itemname = '" + ItemName.Text + 
"'"; 
sda = new SqlDataAdapter(query, conn); 
DataTable dt = new DataTable(); 
sda.Fill(dt); 

 
What happens? 
 

SELECT * FROM items WHERE owner = <userName> AND itemname = <itemName>; 
 
What if we place OR ‘90’=’90’; as our variable? 
 

SELECT * FROM items WHERE owner = 'wiley' AND itemname = 'name' OR '90'='90'; 
   This in turn has the database tell the application that ‘this is true’ since 90=90 after the first clause fails.  

 

Example #2 Impact of Injection 

This is an example of testing through a web-browser. You can see that the database returns 
information back to the client.  

Database Enumeration 
https://www.mybadapp.com/App/Bob 
RSS.asp?orderby=RSS,User,Redemptions&fromdate=1/1/2009&todate=1/5/2010&Channel=0&Admin=on 
 
Microsoft OLE DB Provider for SQL Server error '80040e14' 
Invalid column name 'RSS'. 
/App/BobRSS.asp, line 121 
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Example 3 Cookie Value Injection 
 

$id = $_COOKIE["mid"]; 
mysql_query("SELECT MessageID, Subject FROM messages WHERE MessageID = '$id'"); 

 
Detecting SQL Injection 
Detection of SQL injection can be performed through a few different options: 

 Automated Source Code Analysis 
 Manual Source Code Analysis 
 Black Box Testing / aka Fuzzing 
 Automated Scanning (not so great most of the time).  

 
Most people aren’t confident enough to perform source code analysis, but I want you to learn how to 
do this. The basic idea is to trace the variables ‘inputs’ through the program until a SQL statement is 
performed. You want to analyze if input validation was performed, if it was what did it alter, was it 
affective, and what the impact would be on the sql statement. To break down the process do the 
following: 

 Identify variables in program.  
 Trace those variables until they hit a SQL Connection.  
 List out your theories. 
 List your questions and observations of the developer (is he/she lazy?) 
 Test your observations.  

 
For blackbox analysis things are a bit different. You want to interrogate every item as input since you 
don’t know if each element of a website is going to be interacting with a backend database. In many 
cases the best way to identify vulnerabilities is to create a baseline, then alter that baseline with 
characters that will either change a sql statement. You want to look for the following: 

 Exceptions 
 Timing differences in query completion 
 Deviations in number of bytes returned from application  
 Sometimes information that may be returned through sql injection commands.  

Mitigating Against SQL Injection 
Mitigation against SQL injection can come in a few forms, but the primary strategy that works is: 

1. Perform Input validation.  
2. This means look for bad characters 
3. Validate the data type.  
4. Limit the length of information coming in.  
5. Limit concatenated variables prior to passing to SQL Statement.  
6. Perform Parameterized or prepared queries.  
7. Limit Input, Limit output.  

 
What is a Parameterized query? 
A parameterized query decouples code and data and creates a the sql statement pre-parsed making 
input harbless.  
 

PREPARE qry FROM "INSERT INTO tbl VALUES (?)"; 

  
The statement is now compiled and cached, and can be executed repeatedly without 
needing to recompile and interpret it: 

SET	  @var	  =	  "some	  input"; 
EXECUTE	  qry	  USING	  @var; 
SET	  @var	  =	  "some	  other	  input"; 
EXECUTE	  qry	  USING	  @var; 
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When used in PHP, it's usually like this (shortened): 

$stmt	  =	  prepare('INSERT	  INTO	  tbl	  VALUES(?)'); 
execute($stmt,	  array("some	  input")); 
execute($stmt,	  array("some	  other	  input")); 
execute($stmt,	  array("some	  more	  input")); 

 
*This source was attributed to an example given by Tor Valamo 
http://stackoverflow.com/questions/1894026/examples-of-parameterized-queries 
 
Other methods of limiting exposure can be performed to limit the impact of sql injection in some 
cases.  
 
Discuss mitigation techniques.  

Homework 
1. Projects to assess.  
2. http://www.open-emr.org/ Can you find SQL Injection? 
3. Get a copy of Burp Proxy 
4. Get a good assessment setup going. I enjoy TextMate or Sublime Text.  

 
  
 


